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TEXHUYECKOE 3AJJAHUE
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1. 3aka3zuuk — AO «HICK» (rop. Kpacuonap, niep. IlepernpaBusiii, 1. 13).

2. HcnonxuTens noroBopa Ha NPUOOPETEHHE AHTHUBUPYCHOTO IMPOTPAMMHOIO
oOecrieueHus: ONpeIeseTcsl 0 UTOraM NPOBEIEHUS KOHKYPCHBIX TPOLIETYP.

3. [lepuon neicTBUS OroBopa — JO MOMEHTA HCIIOJHEHMSI 00SI3aTENIbCTB IO
JIOTOBODY.

4, esb 1 OCHOBHBIE TPEOOBAHMSA:

4.1. Heab: ob6ecneuenue AO «HOCK»  poccuiickuM  aHTUBUPYCHBIM
MIPOTPaMMHBIM oOecrieueHueM, KOTOpOE OCYILECTBIISIET  KOMILJIEKCHYIO

MHOTOYPOBHEBYIO 3aIllIUTY KOPIIOPATUBHOM CETH OT W3BECTHBIX, HEU3BECTHBIX H
CJIOXHBIX yTpO3.
4.2. Cneunduxauus:

3aka3uuky TpeOyeTcsl MpoJIJIeHnEe MPEeOCTaBICHNUs] HEUCKIIIOUUTEIBHBIX MPaB HA
clieyrollee IporpaMMHOe 00ecTieyeHHe:
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6. O0mue TpedoBaHNS

CpencrBa aHTUBUPYCHOM 3alUThl JJig padouyux ctaHiuid Windows AOJKHBI OBITh
cepTU(PHUITMPOBAHBI B COOTBETCTBUHU C TPEOOBAHUSMU K CPEJACTBAM aHTHUBUPYCHOMN
3amuThl — npukaz3 @CTOK ot 20 mapta 2012 r. No28 yrnoaHOMOYEHHBIM OPraHOM
(®CTIK), o Tunty B u I' He HU»Xke BTOPOTO Kilacca 3allUThI.
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6.1 AmnTHBUpyCHas 3amuTa JOJDKHA MPEACTaBIATh CcOO0OM MacmTabupyemoe
pelieHue, obOecredynBaroniee ycToiunBoe (yHKUMOHMPOBAHUE B JIOKAJIBHOM CETH
pabouMX CTaHLIUN U CEPBEPOB.

B pamkax Bcell opraHu3aluu JOJDKHBI HCIIOJIB30BATHCS €IUHBIC AHTHUBUPYCHBIC
cpenctBa. OTHENbHO CTOSLIME TEPCOHAJIbHBIE KOMIBIOTEPBI, TO €CThb HE
HNOJKJIIOUEHHBIE K €IUHOW CHUCTEME AaHTHBHPYCHOM 3alllUThl, B TOM YHCIIE
Haxo4sIlIMecs Ha yNAJICHHBIX TEPPUTOPUSAX, JOJDKHBI  OBbITh  3aIIMILIEHBI
WHTEIPUPOBAHHBIM MPOrPAMMHBIM MPOAYKTOM, BKJIIOYAIOUIUM B c€0s 3allUTy OT
BCEX TUIIOB BPEIOHOCHBIX POrpaMM (aHTUBHUPYC).

[TporpamMMubIii  uUHTEp(deElC BCeX AaHTUBHUPYCHBIX CpEACTB, BKIOYAas CpEACTBa
yIpaBIeHUS, JOKEH OBITh Ha PyCCKOM si3bIke. J1Jig opranuzanuii, UMEIoImX 0(uch
3a TpaHUIel NOJDKHA UMETHhCS BO3MOXKHOCTH BBIOOpaA si3plka MHTEpdeiica KOHCOIH
YIOPABJICHHS ISl TOJKIIOUYEHHS K CEPBEPY aJIMUHUCTPUPOBAHUS, 0€3 epeyCTaHOBKH
KoHcon U cepepa musa UT mepconHana poaHOW SI3bIK KOTOPOTO OTIMYAETCS OT
pYyCCKOro.

Bce anTuBUpYCHBIE CpelICTBA, BKIIKOYasi CPEACTBA YIPABIEHUS, TOJKHBI 001a/1aTh
KOHTEKCTHOM CIIPaBOYHOM CUCTEMOI Ha PYCCKOM SI3BIKE.

AHTHBUPYCHBIE CPEJCTBA JOJDKHBI BKIKOYATh:

. [IporpaMMHbIE CpelCcTBa AHTUBUPYCHOM 3alllUThl JJii pabOuYMX CTaHLUN
Windows.

. [IporpamMmMHBIE cpeACTBa AHTHUBUPYCHOM 3alllMThl 1Jis1 (haiJIOBBIX CEPBEPOB
Windows.

. [IporpamMmMHBIE CpeACTBa AHTMBUPYCHOW 3alllUTHI JJI CEPBEPOB MaciuTada
OpEeINpUsITUS U TEPMUHAIBHBIX cepBepoB Windows.

. [IporpaMMHBbIE CpeAcTBa AHTUBUPYCHOM 3allMThl M (QWIbTpPAlMM cllamMa C
IIOMOIIBIO OTAEIBHOIO XOCTa

. [IporpaMMHbIe CpeacTBa aHTUBUPYCHOM 3alUThl U (QUIBTpALlMU Cliama IJis
cepBepoB Microsoft Exchange

. [IporpamMHBbIe CpelcTBa LEHTPATU30BAHHOIO YIpPaBICHUS, MOHUTOPUHIA W
OOHOBJICHHUSI.

. OO6HoBIsIEMBbIEe 0a3bl JAHHBIX CUTHATYP BPEIOHOCHBIX MPOrPaMM U aTak.

. DKCIUTyaTallMOHHYIO TOKYMEHTALMIO Ha PYCCKOM SI3BIKE.

[Iporpammubiii  uHTEpdeEHc BCeX aHTUBUPYCHBIX CPEACTB, BKJIIOYAsh CpPENCTBA
YIPABJICHHUS], IOJDKEH OBITh HA PYCCKOM SI3bIKE.

Bce anTuBUpYCHBIE CpeACTBa, BKIIOYAsl CPENICTBA YIPABICHUS, JOJKHBI 001a1aTh
KOHTEKCTHOM CIIPABOYHOM CUCTEMOM HAa PYCCKOM SI3BIKE.

6.2 TpeOoBaHMsi K NPOrpaMMHBIM CpPeJACTBAM AHTHBHPYCHOW 3alUTHI JJs
padounx cranuuii Windows.

CpencrBa aHTUBUPYCHOM 3alUThl g padouyux ctaHiuid Windows AOJKHBI OBITh
CEepTUPUIIMPOBAHBI B COOTBETCTBUU C TPEOOBAHUSIMU K CpPEICTBAM aHTUBUPYCHOMH
3ammThl — npukaz3 @CTOK ot 20 mapra 2012 r. Ne28 yrmoaHOMOYEHHBIM OPraHOM
(®CTIK), no Tuny B u I' He HM>KE BTOpPOTro Kiacca 3aluThl.
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[IporpaMMHBIe CcpefCcTBa aHTHUBUPYCHOW 3amIUThl A paboumx craHimit Windows
JOJDKHBI  (DYHKIIMOHMPOBAaTh Ha KOMIBIOTEPAx, paOOTAIOIMIMX IOJ YIpaBICHUEM
OIIEPALlMOHHBIX CUCTEM CIIEAYIOIINX BEPCUM:

J Microsoft Windows 7;

J Microsoft Windows 8;

° Microsoft Windows 8.1;

J Microsoft Windows 10;

[TporpaMMHBIE CpeACcTBa aHTUBUPYCHOW 3alllUThl s pabounx ctaHuuii Windows
JOJKHBI 00ECIIEUNBATh PEATU3ALUIO CIENAYIOMMX (YHKIMOHATIBHBIX BO3MOKHOCTEH:
J BO3MOKHOCTb MUJICHTU(UKALUU U AyTEHTU(PUKAUN aIMUHUCTPATOPOB
0€301MacHOCTH JI0 BBIOTHEHHS PYHKIIMI O€30MaCHOCTH, CBA3aHHBIX C YIIPABICHUEM
0€30MacHOCThIO

o BO3MOXXHOCTh TE€HEPHUPOBATh 3alHMCU ayauTa sl COOBITHI, MOTEHIHATHHO
IIOJIBEPTacMbIX ayauTy.

o BO3MOKHOCTh aCCOLMAIMN Ka)XJ0ro COOBITHS ayJuTa C HAECHTU(UKATOPOM
CyObeKTa, €ro MHUIMUPOBABIIETO.

o BO3MO’KHOCTh YATATh HH(MOPMALIMIO U3 3alIUCEN ayIUTa.

o OrpaHUYEHHE JIOCTYIA K YTCHUIO 3alMCEN ayIuTa.

o IIOMCK, COPTUPOBKA U YIIOPSAOUYEHUE JAaHHBIX ayJIATA.

J BO3MOKHOCTb ~ YIOJHOMOYEHHBIM  TIOJb30BaTEeNIAM  (POJsIM)  yIPaBIATh

napamMeTpaMH CpPEJICTBa aHTUBHUPYCHOW 3aIllWTHI, PEKMMOM BBITIOJHEHUS (QYHKITAN
0€30macHOCTH CPEACTBA aHTUBUPYCHOW 3aIIUTHI;

o BO3MOXKHOCTh ~ yIIOJTHOMOYEHHBIM  TIOJIb30BATENISIM  (POJISIM)  YIIPABJIATH
napamMeTpaMu HacTpOWKH (PYyHKIUH O€30MacCHOCTH, YIPaBIATh YCTAaHOBKOU
OOHOBJICHUH (aKTyanu3aIeil) aHTUBUPYCHBIX 0a3;

L4 IMoAgACpKKa  OIIPCACICHHBIX poneﬁ HX accomuanmuu C KOHKPCTHBIMU
aIMHUHHUCTPpATOpaMH 0€e30ITaCHOCTH U IOJIb30BATEISIMH.
L BO3MOXHOCTb BBIIIOJHATh IPOBECPKU C LCIBIO O6H3pY)K€HI/IH 3apaKCHHBIX

0OBEKTOB B (pailIOBBIX 001ACTIX HOCUTENEH HH(POPMALIUK, B ONIEPATUBHOM MaMsTH, B
CUCTEMHBIX oOOJlacTsAxX Hocurtened wuHbopmanuu, B ¢aigax, B TOM YHCIE
UCITOJIHSIEMbBIX, YITAKOBAaHHBIX Pa3JIUYHBIMUA CPEACTBAMHU apXUBALIUH.

J BO3MO>KHOCTb BBITIOJIHEHUS TPOBEPOK C LEIbI0 OOHApYXEHHs 3apa’keHHBIX
OOBEKTOB B pEXHME pEalbHOTO BpEMEHU B (ailiax, MOJyYEHHBIX IO KaHajlaM
nepeIadn JaHHBIX.

o BO3MOXXHOCTh BBITIOJHATh TPOBEPKH C IEJIbI0 OOHAPYKEHUS 3apakKeHHBIX
O00BEKTOB CUTHATYPHBIMU U IBPUCTUUECKUMU METOJIAMH;
o BO3MOXKHOCTh BBITIOJHSATH IPOBEPKU C ILIEJIbI0 OOHAPYKEHUS 3aparKEHHBIX

O00OBEKTOB 0 KOMaH/e H(UIK) B PEKUME JUHAMUYECKOTO OOHAPYKEHHS B MPOIECCE
BBITIOJIHGHUS OTlepanuii  JocTyna K OOBEeKTaM, a TakkKe IyTeM 3alycka ¢
HEOOXOMMMBIMUA  TIapamMeTpamMu  (YHKIIMOHUPOBAHHMS CBOETO KOJA BHEIIHEH
IIPOrPaAMMON;

o BO3MOXHOCTh yAajeHusi (eclii yJalleHHEe TEXHUYECKH BO3MOXHO) KOJa
BPEJIOHOCHBIX KOMIIBIOTEPHBIX MPOrpamMm (BUPYCOB) W3 OINEPATUBHOM TMaMsiTH,
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ynaneHnus (HanuaoB, B KOTOPHIX OOHAPYKEHBI BPEJOHOCHAS COCTABIIAIONIAS, a TAKXKE
MOJIO3PUTENBHBIX  ()AalIOB, BO3MOXXHOCTh TIEPEMEIICHHUS ¥  HW30JUPOBaHUS
3apakKCHHBIX OOBEKTOB, yAalieHUss Koaa u3 (alIoB W CHCTEMHBIX oOJacTei
HOCHTEJIeH nH(OPMALINY;

o BO3MOXKHOCTh OJIOKMPOBAaHHSI JOCTyNa K 3apaKCHHBIM (aiiyiam, B TOM YHCIIe
MOJIYYCHHBIM TI0 KaHAJIaM TIepelayd JTaHHbIX, aKTUBHBIX pa0OUYMX CTAHIMA WIIH
CepBepa, Ha KOTOPBIX OOHAPYKEHBI 3apayKeHHBIE (haiIIbl.

o 0TOOpakeHHE CUTHAJIa TPEBOTH 00 0OHAPYKEHUH 3apaKEHHBIX (ailioB

. BO3MOYKHOCTh BOCCTAHOBJICHUS (DYHKIIMOHAJIGHBIX CBOWCTB 3apa)KCHHBIX
O0OBEKTOB.

. BO3MOXHOCTh TIOJIYUEHUS M YCTaHOBKM OOHOBJICHUH aHTUBHUPYCHBIX 0a3 06e3

MIPUMEHEHUS CPEACTB aBTOMATU3AllMH; B aBTOMATU3UPOBAHHOM PEXHUME C CETEBOTO
pecypea,

° Bo03M0X&HOCTh KOHTPOJISI AOCTYIIA K BeO-pecypcam;

. Bo3MoxuocTs KOoHTpOII 32 3anmyckoM I1O Ha 3amuiaeMoi pabouei cTaHIMU
WJIN CepBepe.

6.3 KpomMe TOro, nporpaMMHbie CPeJACTBAa AHTHBUPYCHOM 3alIMTHI AJIs1 padoumx
cranuuii  Windows  J0JkHBI  00eCcleYMBATH  PeAJH3ALUI0  CJIACAYIOLIUX
(pYyHKIHMOHAJIBHBIX BO3MOKHOCTEH, He TpeOdyomux ceprupuxkanuo PCTIK:

o AHTUBHUPYCHOE CKAaHUPOBAHUE B PEKUME PEATBHOTO BPEMEHHU M IO 3aIpocy U3
KOHTEKCTHOI'O MEHIO OOBEKTA;

o AHTUBHUPYCHOE CKAaHUPOBAHUE I10 PACIIHCAHMIO;

o AHTUBHPYCHOE CKAaHUPOBAHUE MOJAKIIOYAEMBIX YCTPOUCTB;

o ABPUCTUYECKUN aHAIU3aTOp, MO3BOJISIIONIMI pacno3HaBaTh U OJOKHPOBATh
paHee HEM3BECTHBIE BPEAOHOCHBIE MPOTPAMMBI;

o HEWTpanu3anus JeMCTBUM aKTUBHOTO 3apakKeHUS;

o aHaJIU3 MOBEJACHUS IMPUIOKEHUS U MPOU3BOJMMBIX MM JECHCTBUH B CHCTEME

JUIL  BBISBIIGHMS W €r0  BPEAOHOCHOM  aKTHMBHOCTH WM OOHaApy)KCHHS
HECAaHKIIMOHUPOBAHHBIX JCHCTBUM;

o aHanu3 oOpallleHuid K oOuMM mankaM M (ailyilaM JJisi BBISIBJICHHUS TOIBITOK
U pPOBaHUS 3aLUIIAEMBIX PECYPCOB TOCTYMHBIX MO CETH;
J OJIOKMpOBaHUE JECUCTBUI BPEIOHOCHBIX MNPOrpPaMM, KOTOPBIE HCHOJIB3YIOT

YSI3BUMOCTH B MPOTPAMMHOM OOECIICYEHHH B TOM UYHMCJIE 3alllUTa MaMITH CUCTEMHBIX
IIPOLIECCOB;

o BO3MOXXHOCTh COBEPIIUTHh OTKAT JEHWCTBUM BPEIOHOCHOTO MPOTrPAMMHOIO
oOecrieyeHusi MpU JIEYEHUU, B TOM YHCIE, BOCCTAHOBJICHHE 3allli(PPOBAHHBIX,
BpPEJIOHOCHBIMU TTporpaMMamiu, (haisios;

o BO3MOXKHOCTh OIpaHUYCHUS MPUBUJIETHH (3aIIUCh B PEECTp, JOCTYI K (aitiam,
nmankamM W JPyTUM MpolieccaMm, oOpalleHre K IUIAaHUPOBIMUKY 3a/ad, JOCTYyN K
YCTPONCTBAM, U3MEHEHHUE MPaB Ha OOBEKTHI U T.II.) JUISI TPOIECCOB U MPHIOKEHUH.
Jlunamuyecku OOHOBJISIEMbIE HACTPAUBAEMBbIE CITMCKH MPWIOKEHUHN C ONpeAeIICHUEM
YPOBHSI 1OBEPUS;
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o BO3MOXKHOCTh TIPWJIOKEHHSI OOPATHThCS K JIOKAIbHBIM PEMyTAIIMOHHBIM
00JJaYHBIM CEpPBUCAM B PEXHMME pPEaJIbHOrO BPEMEHH JJisl MOJyYEeHHs] BEPIUKTA I10
3aIycKaeMou nmporpamme uinu panmy;

o aHTUBUpPYCHAs IPOBEpKa U JieueHue (ailyioB B apxuBax cieayromux GopmMaToB
RAR, ARJ, ZIP, CAB, LHA, JAR, ICE;
o 3aIIMATHI 3JIEKTPOHHOM MOYTHI OT BPEJOHOCHBIX MPOrPaMM C MPOBEPKOM

BXOJSIIETO U UCXOJAIIET0 TpaduKa Nepeatoierocs: No CIEAYIOMUM MPOTOKOIAM:
IMAP, SMTP, POP3, MAPI, NNTP;

. (UIBTp TMOYTOBBIX BIIOKEHUM C BO3MOYKHOCTBIO IIE€PEHMEHOBAHUS WIIU
yJaJeHUs 33/1aHHbIX TUIIOB (DaiisioB;
o IpoBepka Tpauka, IOCTYNAOMEr0 Ha KOMIBIOTED IOJIb30BATEN IO

nporokosam HTTP, FTP, B ToM uncne ¢ moMOIIbI0 3BPUCTUYECKOTO aHAIN3A, C
BO3MOXKHOCTBIO HACTPOUKHU JOBEPEHHBIX PECYPCOB U PadOTON B peskrUME OJIOKUPOBKU
WJIM CTATUCTHUKHU;

L 6J'IOKI/IpOBKa 6aHH€p0B N BCIUIBIBAIOIINX OKOH Ha 3arpyKacMbIX Web-
CTpaHHLAX;

L paciio3HaBaHUuC U 6HOKHpOBKa (bHHIHHFOBBIX 1 HEOS30IaCHBIX C&I?ITOB;

L HaJIMYUC BCTPOCHHOI'O CCTCBOI'O 3KpdHa, ITO3BOJIAIOHICTO CO31aBaThb CCTCBLIC

NMaKeTHBIC TIpaBWja M CETeBbIE MpaBWia JUIsI TPOTPaMM, C BO3MOKHOCTBIO
KaTeTOPU3aIlUU CETEBBIX CETMEHTOB,;

o 3alIUTHl OT CETEBBIX aTaK C MCIOJIH30BAHMEM MPABUJI CETEBOTO dKpaHa ISt
MPWJIOKEHUH M IIOPTOB B BEIYMCIUTEIBHBIX CETSIX JTF0OOTO THIIA,

o KOHTPOJIb CETEBBIX MOAKIIOYEHUI THUIA CETEBOM MOCT, C BO3MOXXHOCTBIO
OJIOKUPOBKH OJHOBPEMEHHON YCTAHOBKH HECKOJBKHUX CETEBBIX MOAKIIOUCHUH;

o HaJU4Yhe KOMITOHEHTA, JafoIIer0 BO3MOXKHOCTh CO3MaHHS CHCIHATBHBIX
TIpaBuJI, 3aMPEIIAONINX WA Pa3pelIaonX YCTAaHOBKY /WM 3aITyCK MPOTPaMM ISt
BCEX WIIM K€ JUIsl ONpeNeNieHHBIX Tpynn mojb3oBarenedt (Active Directory wim
JIOKaNBHBIX  TOJb30Barenei/rpymi). KoMIOHEHT  JoKeH  KOHTPOJIMPOBATH
NPWIOKEHUST KaK IO MyTH HAXO0XJICHUS TPOrpaMMbl, METaJaHHBIM, CepTU(UKATY
WIA €r0 OTIIeYaTKy, KOHTPOJIBHONH CyMMe, TaK M IO 3apaHee 3aJaHHBIM KaTeTOPUSIM
MPWIOKEHUHN, TMPEAOCTABIIEMbIM MPOU3ZBOJIUTEIEM MPOTPAMMHOTO OOECIICUCHHS.
KoMrioneHT momkeH paboTaTth B PEXKHME YEPHOTO HIIM OEJIOro CIMCKa, a TakkKe B
pexumMe cOopa CTATHCTHKY WM OJIOKUPOBKH;

o OCYIIIECTBJICHUE KOHTPOJS pabOTHI MOJIB30BATENSI ¢ BHEIITHUMH YCTPOMCTBAMU
BBO/JIa/BBIBOJIA 110 THUITYy YCTPOWCTBA W/WJIM HCIIOIL3YEMOU IHWHE, C BO3MOKHOCTBIO
CO37aHMS CIUCKA JOBEPEHHBIX YCTPOUCTB MO MX UACHTH(PUKATOPY H BO3ZMOXKHOCTHIO
NPEIOCTABIICHUST ~ NMPUBWICTHH  JJII  WCIIOJIB30BAaHHWS  BHEIIHUX  YCTPOWCTB
OIpeaencHHBIM Tob30BaTessmM u3 Active Directory;

. BO3MOXKHOCTH 3aIlMCH B JKypHajl COOBITUH O 3aMUCH W/WIN yAajleHuH (aiioB
Ha CbEMHBIX JUCKaX;
. OCYILECTBIIEHUE KOHTPOJII pabOTHI MOJB30BATENs C CeThio VHTEpHET, B TOM

yuyclie BKJIIOYEHHE SIBHOTO 3alpeTa WM pa3pelieHusl [OCTyla K pecypcam
ONPEIEICHHOIO COAEP)KAHMSI, KATErOpuM 3apaHee CO3JAaHHOW W JUHAMUYECKU
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OOHOBJISIEMOU TIPOW3BOAUTENIEM, a TakKe TUIa WHbopMaruu (ayauo, BUIEO U JIp.).
[IporpaMMHOE CpEICTBO JOJDKHO IIO3BOJISITH BBOAUTH BPEMEHHBIE HMHTEPBAJIBI
KOHTPOJIS, a TaK)Ke Ha3HA4YaTh €ro TOJBKO OMpeAeICHHBIM M0JIb30BaTeNIIM 13 Active
Directory;

° HaJIMYHE MEXaHU3MOB 3aluThl OT atak Thna BadUSB;

° 3aImyCcK CHEIUaTbHON 3a1a49u JIJIs1 OOHAPYKCHUSI YSA3BUMOCTEH B MMPUIIOKEHUSX,
YCTAHOBJIEHHBIX HAa KOMIIBIOTEPE, C BO3MOXHOCTBIO MPEAOCTABICHUS OTYETA IO
O0OHapY>KEHHBIM ySI3BUMOCTSIM.

o MOJTHOJUCKOBOE IMHU(POBAHUE C CO3JaHUEM CHEIHAIBHOTO 3arpy304HOTO
areHTa u nojyiepkkou rexnosjoruu Single Sign On, nogaepxka UEFI-cucrem;

o BOCCTAHOBJICHHSI  3alIU(POBAHHOTO  COJIEPKUMOro B ciay4dae cOOeB
3arpy3ouHoro arerra uiu ¢ainoB OC, nognepxka UEFI-cuctem;

o MoJJIepKKa  IBYX(AKTOPHOW  ayTCeHTH(PUKANMK TPH  TMOJHOIMCKOBOM
1 pOBAHNH;

o mudpoBanre (aillioB ¢ BO3MOXXHOCTBIO THOKOTO yKa3zaHusl MIU(PYyeMOro

KOHTEHTa (10 MECTOTIOJOKEHHUIO, TI0 PACIIMPCHHI0, [0 CO3JaroIieMy Qaiir
MIPUIOKEHUIO);

o HAJIMYUE MEXaHW3MOB OTPaHUYCHUS JIOCTyIa K 3ammu(poBaHHBIM QailiaM co
CTOPOHBI BBIOPAHHBIX IMPHJIOKCHUH, a TakK)Ke HAIWYME TEXHOJIOTHH, MO3BOJISIOIICH
pacimmdpoBBIBaTh (haiIbl 3a pe/IeIaMi OPraHU3aIUH ¢ MTOMOIIBIO TTapOJIs;

o MU(PpPOBaHUE JAHHBIX HA CHEMHBIX HOCHTEISAX C BO3MOXKHOCTBIO 3a/IaHUs
pekuMa pabOTHI, IMO3BOJISIIONICTO IMHUPPOBATh W PAacUPPOBHIBATH (ailiibl 3a
npeJiellaMH CeTH OPTaHU3AIIHH.

o 3alUTa OT YJAJICHHOTO HECAHKIIMOHUPOBAHHOTO YIIPABICHUS CEPBUCOM
NPHUJIOKEHHUSA, a TaK)Ke 3alllUTa JOCTyla K IMapaMeTpaM MPHIOKCHHS C MOMOIIBIO
naposisi, MO3BOJIAOIIAs M30eXkKaTh OTKIIOYCHHS 3allUThI CO CTOPOHBI BPEIOHOCHBIX
pOrpaMM, 3J10YMBIIUICHHUKOB WM HEKBATM(UIIMPOBAHHBIX MOJIb30BATEICH;

o BO3MOYXHOCTh YCTAaHOBKHM TOJIbKO BBIOPAHHBIX KOMIIOHEHTOB MPOTPAMMHOTO
CpeACTBAa aHTUBUPYCHOM 3aLUTHI;

o LEHTPAJIN30BaHHOE YIIPABJICHUE BCEMH BBIIICYKA3aHHBIMU KOMIIOHEHTAMH C
MTOMOIIBIO €IMHOW CUCTEMBI YIIPABIICHHUS;

o 3aImycK 3aja4 10 pacIUCAHUIO W/UIIH Cpasy MOCIe 3ayCcKa MPHIOKCHUS;

o ruOKOe  YNpaBJIEHWE  HCIOJIb30BAHUEM  PECYpPCOB  KOMIIbIOTEpa IS

obecrieueHuss KOM(GOPTHON pabOTHI TOJIB30BATENCH TIPU BHITIOJTHEHUN CKAHUPOBAHUS
(baiI0BOro MPOCTPAHCTBA;

o YCKOpEHHUE Mpolecca CKaHUPOBAHMSI 32 CUET IMPOIYyCKa OOBEKTOB, COCTOSHUE
KOTOPBIX CO BPEMEHU NPOLUION ITPOBEPKU HE U3MEHUJIIOCH;

. BO3MOKHOCTb IIPOBEPKH LIEIOCTHOCTA aHTUBUPYCHOU MTPOTrpaMMBbl;

o BO3MOXHOCTh J100aBJICHUSI HWCKIIOUEHHM W3 AHTUBUPYCHOW MPOBEPKU II0

KOHTPOJILHON cymMme (haiii, Macke MMEHHW/IUPEKTOPUN WU M0 HAIM4YWI0 y (aitna
JIOBEPEHHOM TIU(PPOBOM MMOJIITHUCH;

o HaJU4We Yy AaHTUBHUpYyCa 3allUIICHHOTO XpaHWININA IS  YJAJICHHBIX
3apaK€HHBIX (DAIIIOB, C BO3MOXKHOCTBIO MX BOCCTAHOBJICHUS;
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o HaJIMYUE 3aIUIIEHHOT0 XPaHWJIMINA JJI1 OTYETOB O paboTe aHTHBHUPYCA;

. BO3MOXXHOCTh BKJIFOUCHUS M BBIKJIIOYCHHUs Tpaduueckoro uHTepderica
aHTUBUPYCA, a TAKXKEe HAJIMYME MPOIICHHOW Bepcum rpaduyeckoro mHTEepdeiica, ¢
MUHUMAaJIBHBIM HA00pOM BO3MOKHOCTEH.

6.4 TpeOoBaHMsi K NPOrpPaMMHBLIM CpPeICTBAM AHTHUBUPYCHOW 3alIUTBI AJs
¢paiinoBbix cepepoB Windows.

CpencTBa aHTUBUPYCHOM 3amuThI 7151 PailioBeIX cepBepoB Windows JOIKHBI OBITH
cepTU(UIMPOBAHbI B COOTBETCTBUU C TPEOOBAHUSIMH K CPEACTBAM AHTHBHPYCHOMN
3amuThl — npukaz3 @CTOK ot 20 mapra 2012 r. Ne28 yrmoaHOMOYEHHBIM OPraHOM
(®CTIK), no Tuny b He HI>KE BTOPOTO Ki1acca 3allUThl.

[IporpamMmHBI€ CpeicTBa aHTUBUPYCHOM 3aIuThl 11l paitiaoBeix cepBepoB Windows
JOJIZKHBI q)YHKHI/IOHI/IPOBaTB Ha KOMIIBIOTCPAX, pa60TaIOHII/IX Imoa YymnpaBJICHUCM
OIICPAlIMOHHBIX CUCTCM CJICAYIOIIHNX BCpCHﬁ:

o Microsoft Windows Server 2008 R2 Standard / Enterprise x64 Edition SP1;

o Microsoft Windows Server 2008 Standard / Enterprise x86 Edition SP2;

o Microsoft Windows Server 2008 Standard / Enterprise x64 Edition SP2;

o Microsoft Windows Small Business Server 2011 Essentials / Standard x64
Edition;

o Microsoft Windows Server 2012 Standard / Foundation / Essentials x64
Edition;

o Microsoft Windows Server 2012 R2 Standard / Foundation / Essentials x64
Edition;

o Microsoft Windows MultiPoint Server 2012 x64 Edition;

o Microsoft Windows Server 2016 (6e3 ucnons3oBanusi ReFS, Server Core,
Server Nano u Cluster Mode);

o Microsoft Windows Server 2019 (6e3 ucnonn3oBanuss ReFS, Server Core,
Server Nano u Cluster Mode).

[IporpammHBbIe CpeicTBa aHTUBUPYCHOM 3amuThI 17151 paitnoBeix cepBepoB Windows
JIOJDKHBI 00ECTICYNBAThH PEATU3AIINIO CISAYIOMUX GYHKIIMOHATBHBIX BO3MOXKHOCTEH:
° BO3MOXHOCTh UJICHTU(DHUKAIIMY U ayTeHTU(PUKAIIMHA aIMAHACTPATOPOB
0€30MacHOCTH JI0 BBINMOJIHEHUS (YHKUIUNA O€30MaCHOCTH, CBSI3aHHBIX C YIPaBICHUEM
0e301acHOCTHIO

o BO3MOKHOCTh TE€HEPUPOBATh 3alUCU ayJIuTa Mg COOBITUH, MOTEHUUAIBHO
MIOJBEPracMbIX ayIUTYy.

o BO3MOXHOCTh aCCOIMAIIMN KaXKJOT0 COOBITHS ayAuTa C UACHTU(HUKATOPOM
CyOBeKTa, €ro MHUIIMUPOBABIIIETO.

o BO3MOKHOCTh YATATh HHPOPMAITHIO U3 3aMUCEH ayauTa.

o OTPaHUYCHHE TOCTYIA K UTCHHIO 3alIMCEN ayauTa.

o IIOUCK, COPTUPOBKA U YIIOPSAIOYECHHUE JAHHBIX ayIAUTA.

o BO3MOXHOCTh ~ YIOJIHOMOYEHHBIM  TI0JIb30BaTesiiM  (pOJisiM)  YIPAaBIISTh

napameTpaMH CpeJICTBa aHTUBUPYCHOW 3allUThl, PEKUMOM BBINOJHEHUS (YHKUIUN
0e30MacHOCTH CPEACTBA AHTUBUPYCHOM 3allUTHI;



o BO3MOXKHOCTh ~ yIIOJTHOMOYEHHBIM  TIOJIL30BATENISIM  (POJISIM)  YIPABJISATh
napaMeTpamMu  HacTpoWku (yHKmmii 0e30MacHOCTH, YIPaBIATh  YCTaHOBKOU
OOHOBJICHU (aKTyaau3alue) aHTHBUPYCHBIX 0as3;

L IMOoAACPIKKAa  OIIPCACICHHBIX pOJIGfI HXx accomuanmuu C KOHKPCTHBIMU
AIMUHUCTpATOpPaAMHU 0€e30I1aCHOCTH U I0JIb30BATEIISIMH.
L BO3MOXHOCTb BBIIIOJIHATH IPOBCPKU C LCIIBIO O6H3py>K€HI/I$I 3apPaKCHHBIX

00BEKTOB B (pailIOBBIX 001aCTsIX HOCUTENEH HH(POPMAIINK, B OTIEPATUBHOM MaMsITH, B
CUCTEMHBIX oOOjacTsax Hocutened wuHbopmanuu, B ¢ainax, B TOM YHCIE
UCIIOJIHSIEMbBIX, YITaKOBAaHHBIX Pa3IMYHBIMU CPEICTBAMU apXUBAIIUH.

o BO3MOXHOCTh BBITIOJIHEHUSI MPOBEPOK C LEIbI0 OOHAPYXKEHUs 3apa’keHHBIX
OOBEKTOB B PEXHME pEalbHOTO BpeMEHW B (ailax, MOJYYCHHBIX MO KaHajlaM
nepeaavn JaHHBIX.

L BO3MOXHOCTb BBIIIOJIHATH IPOBCPKU C LCIIBIO O6H3py>K€HI/I$I 3apPaKCHHBIX
00BEKTOB CUTHAaTYPHBIMH U 3BPUCTHYCCKUMH MCTOAAMMU,
L BO3MOKHOCTb BBIIIOJIHATE IIPOBCPKH C ILCIbIO O6Hap}I)K€HI/I5{ 3aPa’KCHHBIX

OOBEKTOB MO KOMaHJie U(UJIK) B pEKUME JUHAMHUYECKOIO0 OOHApyKEHMsI B MPOLIECCe
BBIMIOJIHEHMsI ONEpalui JOCTyrna K OOBEeKTaM, a TakkKe IyTeM 3alycka ¢
HEOOXOJUMBIMU  TlapaMeTpaMu  (YHKIMOHMPOBAHHUS CBOEr0 KOJa BHEIIHEH
IIPOTPaMMON;

o BO3MOKHOCTh yJAaJieHusd (eclu yAaJleHHEe TEXHUYECKH BO3MOXHO) KoJa
BPEJOHOCHBIX KOMITBIOTEPHBIX MpPOrpamMm (BUPYCOB) M3 OIEPAaTUBHOM MaMSITH,
yaaineHnus (aiaoB, B KOTOPBIX OOHApYKEHbl BPEJOHOCHAs COCTABIIAIONIAS, a TAKXKE
NOJIO3PUTENBHBIX  (PalIOB, BO3MOXXHOCTh IEPEMEUICHHs M HM30JUpPOBaHUS
3apakKeHHbIX OOBEKTOB, yAaJNeHUs Kojaa u3 (aljIoB U CHCTEMHBIX oOjacTel
HocuTese nadopmanuu;

o BO3MOKHOCTh OJIOKMPOBaHMSI JOCTyNa K 3apaXeHHbIM (aiiiam, B TOM YHCIIe
MOJIy4YEHHBIM N0 KaHaJlaM Tepe/layd JIaHHbIX, aKTUBHBIX PabOYMX CTaHUUN WU
CepBepa, Ha KOTOPBIX OOHAPYKEHBI 3apa’KEHHbIE (alIbL.

o OTOOpaKEHUE CUTHAIA TPEBOT'M 00 OOHAPYKEHUHU 3apa’KEHHBIX (ailsioB

o BO3MOXXHOCTh BOCCTaHOBIICHUS (DYHKIIMOHAIBHBIX CBOWCTB 3apa)KeHHBIX
OOBEKTOB.

o BO3MOXHOCTh TIOJyYE€HUS M YCTAHOBKM OOHOBJICHMM aHTUBUPYCHBIX 0a3 0e3

MPUMEHEHUSI CPEJICTB aBTOMATHU3allMKU; B ABTOMATU3UPOBAHHOM PEXHME C CETEBOTO
pecypea,

o BO3MOHOCTh KOHTpOJIs 3a 3amyckoM I[1O Ha 3amuiaemoit paboyeit cTaHium
WM CepBepe.

Kpome Toro, mporpammHbIE CpencTBa aHTUBUPYCHOW 3alUThl 7S (pailioBhIX
cepBepoB  Windows  JODKHBI ~ o0OeclieuyuMBaTh  peaU3alMI0  CIEAYIOIIHUX
(GYHKIIMOHAJIBHBIX BO3MOXKHOCTEH, HEe TpeOytomux cepruduxanuo OCTIK:

. AHTUBUPYCHOE CKAaHMPOBAHUE B PEKUME PEATbHOTO BPEMEHH U TI0 3aIpocCy;

. aHTUBUPYCHOE  CKAaHUPOBAaHWE 1O  KOMaHJE  TMOJb30BATENs WU
aJIMIHHCTPATOPA U TI0 PACTIHCAHUIO;
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. 3aIlyCcK 3a7iad MO PACIHCAaHUI0 W/WIN Cpa3y IMOCIe 3arpy3Kd OIEparMOHHOM
CUCTEMBI;
. BO3MOXKHOCTh TPWJIOKCHHS OOpPaTUTHhCS K JIOKAIBHBIM PpemyTalliOHHBIM

00JIauHBIM CEpPBUCAM B PEXKHUME PEATILHOTO BPEMEHU ISl MOJIYYEHHs] BEPAUKTA I10
3aIyCKaeMoM rporpaMme win (aiy;

. HaJIM4MEe BCTPOEHHOI'O CETEBOTO JKPaHA, IO3BOJIIIOILEIO 3a/1aBaTh CETEBBIC
NAaKeTHbIE MpaBwia i onpeneneHHsix npotokosoB (TCP, UDP) u mnoptos.
Co3znanne ceTeBbIX MPaBHII ISl KOHKPETHBIX IPOIPAMM.

. 3alllATa OT CETEBBIX aTaK C HUCIIOJIb30BAHUEM IPABUIJI CETEBOM AKTUBHOCTH IS
HauboJee MOMYJIAPHBIX MPWIOKEHUH NpU padOTEe B BBIUUCIUTEIBHBIX CETAX JHOO0Tr0O
THUIIA, BKJIIOYast OECIIPOBOJIHBIE.

. 3aIlyCK CIEUaNbHOM 3a7jau JUIsl OOHApyKEHUs YSI3BUMOCTEN B PUIIOKEHUSX,
YCTaHOBJIEHHBIX Ha KOMIIBIOTEPE, C BO3MOXHOCTBIO IPEJOCTABIEHUS OTYETA IO
OOHapy>KEHHBIM YSA3BUMOCTSIM;

. aHTUBUPYCHas MpOBEpKa U JeueHue (daiioB B apxuBax popmatoB RAR, ARJ,
ZIP, CAB, LHA, JAR, ICE.

. YCKOpPEHUs MpoIiecca CKaHMPOBAHUS 3a CUET MPOITyCKa OOBEKTOB, COCTOSIHHE
KOTOPBIX CO BPEMEHHU MPOILION MTPOBEPKH HE H3MEHUIIOCH;

. HACTPOUKHU TIPOBEPKH KPUTHUYECKUX 00JIACTEeH cepBepa B KAUECTBE OTACIBLHOMN
3aJlaui;

. PETrYJIMPOBKU pacHpeliesieHUus: PecypcoB cepBepa MEXKIy AaHTHUBUPYCOM H

JOPYTUMU MPUIOKEHUSMH B 3aBUCUMOCTH OT IPHUOPUTETHOCTH 3a7a4: BO3MOXKHOCTb
IPOAOKATh AaHTUBUPYCHOE CKAHUPOBAHUE B (DOHOBOM PEKUME;

. HaJU4he€ MHO>XECTBEHHBIX ITyTEH YBEIOMJIEHUS aJIMUHUCTPATOPOB O BaXKHBIX
MPOU3OIIEAININX COOBITUSIX (ITOYTOBOE COOOINEHHE, 3BYKOBOE OIIOBEICHUE,
BCILIBIBAIOILIEE OKHO, 3aIIUCh B KYpPHAJ COOBITHIN);

. 3allldTa OT YJNAJE€HHOTO HECAHKIMOHUPOBAHHOIO YIPABICHUS CEPBUCOM
IPWIOKEHUSA, a TAKXKE 3alllUTa JOCTyNa K IapameTpaM HPWIOKEHUS C MOMOLIBIO
naposisi, MO3BOJIAIONIAs M30eXKaTh OTKIIOUYEHUS 3alllUThl CO CTOPOHBI BPEIOHOCHBIX
IporpaMM, 3J0yMbIIUIEHHUKOB WM HEKBAIM(UIIMPOBAHHBIX MTOJIb30BATENEH;

. HaJIMYME€ KOMIIOHEHTA, JaoIIero BO3MOKHOCTh CO3JAaHUS CHELUAIBHBIX
IpaBUJI, 3alpeliaoluX YCTaHOBKY /WM 3amyck mporpamm. KOMIOHEHT AOKeH
KOHTPOJIMPOBATh MPUJIOKEHUS KaK [0 IyTH HAXO0XKJIECHUS TPOTrPAMMBI, METaJaHHBIM,
KOHTponbHOM cymme SHA256, Tak uM 10 3apaHee 3aJaHHBIM KaTEropusM
NPUWIOKEHUH, MPEIOCTABISIEMbIM MPOU3BOJUTEIEM MPOrPAMMHOIO OOECIEUEHHUs, a
TaK)ke 00ecleynuBaTh BO3MOXKHOCTh HMCKJIIOYEHHS M3 MPaBWI JJisl OINpPEAENICHHBIX
noJsib3oBaTeneit u3 Active Directory;

. LHEHTPAIIM30BAHHOE YIPABJICHUE BCEMH BbINICYKA3aHHBIMA KOMIIOHEHTAMHU C
MOMOILBIO €IMHON CUCTEMBI YIIPaBICHUS;

6.5 TpeOoBaHus K NPOrpaMMHBLIM CPeACTBAM AHTHUBHUPYCHOW 3alMTHI JJIsl
cepBepoB MaclITa0a NpeANpUsTHsI U TEPMUHATBHBIX cepBepoB Windows.

CpenctBa aHTUBUPYCHOW  3alllUTBl  CEPBEPOB  MacmiTaba TNPEANPUATAS U
TepMUHAIBHBIX  cepBepoB  Windows JOMKHBI OBITh  CEPTUUIIMPOBAHBI B
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COOTBETCTBUHM C TPEOOBAaHMSIMH K CpPEICTBAM AHTUBHPYCHOM 3allUTHl — MPHUKa3
OCTIK ot 20 mapta 2012 r. Ne28 ynonHomoueHHbIM opranom (OCTIK), o tuny b
HC HHUKC BTOPOI'O KilaCCa 3allIUThI.

[IporpaMmHBIE CpelicTBa AaHTUBHPYCHOM 3alllMTHl JUISI  CEPBEPOB  MacliTada
NPEANPUATAS U TEPMUHAIBHBIX cepBepoB Windows MOJKHBI (QYHKIIMOHUPOBATH Ha
KOMIIBHOTEpAX, pa6OTaIOHII/IX o YIpaBJICHHUCM OIICPAIMMOHHBLIX CUCTCM CICAYIOIIHNX
BEPCHI:

Small Business Server 2008

Windows MultiPoint Server 2011

Windows Storage Server 2012, 2012 R2, 2016

Windows Server 2008, 2008R2

Windows Server 2012, 2012 R2

Windows Server 2016

Windows Server 2019

Windows Hyper-V Server

[IporpammHBIE CpeACTBa AHTHUBUPYCHOM 3alllUTHl I CEpBEpOB MacmiTada
NPEANPUATAS U TEPMUHAIBHBIX cepBepoB Windows MOJKHBI (DyHKIIMOHUPOBATh Ha
CIICAYIOIIUX THIIAX TCPMHUHAJIBHBIX CCPBCPOB!

Microsoft Remote Desktop Services na 6aze Windows 2008 Server;

Microsoft Remote Desktop Services na 6aze Windows 2008 R2 Server;
Microsoft Remote Desktop Services na 6aze Windows 2012 Server;

Microsoft Remote Desktop Services na 6aze Windows 2012 Server R2,;
Microsoft Remote Desktop Services na 6aze Windows Server 2016;

Microsoft Remote Desktop Services Ha 6a3ze Windows Server 2019;

Citrix XenApp 6.0, 6.5,7.0,7.5-7.9, 7.15;

Citrix XenDesktop 7.0, 7.1,7.5-7.9, 7.15.

[IporpammHuBIE CpeACTBA AaHTUBUPYCHOM 3alllMTHl JIJIi  CEpBEpOB  MaciiTabda
OPEANPUATAS W TEPMHUHAIBHBIX cepBepoB Windows JOKHBI 0OecCIeunBaTh
peanu3anuio caeayrmmux GyHKIIMOHATBHBIX BOZMOXHOCTEH:

J BO3MOXKHOCTh T€HEpUPOBATh 3alUCU ayJauTa JUIsl COOBITHM, MOTEHUIUATbHO
MOJIBEPraeMbIX ayauTy;

o BO3MOKHOCTh aCCOIMAIMU KaXJOTO COOBITHS ayquTa C HUIECHTU(DUKATOPOM
CyOBEeKTa, €ro MHULUUPOBABIIETO;

o BO3MOKHOCTh YMTATh HHPOPMALIMIO U3 3alUCEN ayINTa;

o OrpaHUYEHME JTOCTYIIA K YTCHHUIO 3aIIMCEN ay/InTa;

J NOMCK, COPTUPOBKA U YIIOPSAJOYEHUE JaHHBIX ay/INTa;

. BO3MOXHOCTh ~ YIOJHOMOYEHHBIM  MOJb30BATENsAM  (POJISIM)  YNPABIATH

JaHHBIMA ~ (aAMHHUCTPATUBHBIMM  JaHHBIMH), HCIOJIb3YeMbIMH  (DYHKIHSIMHU
0e301acHOCTH;

J BO3MOXXHOCTh  YIOJIHOMOYEHHBIM  MOJIb30BaTeIsIM  (POJIsiIM)  YIPABIATH
PEXKMMOM BBINOJHEHUS (PYHKUIUN O€30MacCHOCTH;
J MOJJEPKKA ONpPEIENICHHbIX poJied UX accolMalMd C KOHKPETHBIMU

AIMHUHUCTpAaTOpPaMHU 0€e30MMacHOCTH U ITOJIB30BATCIIsIMU
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o BO3MO>XHOCTh BBITIOJTHEHHSI MPOBEPOK C LIENBI0 OOHAPYKEHUS 3apaKeHHBIX
OOBEKTOB B pEXUME pPEAbHOrO0 BpeMEHU B (ailiax, MOJYyUEHHBIX IO KaHajlaM
nepenavyu JaHHbIX;

L BO3MOKHOCTDb BBIIIOJIHATE ITPOBCPKH C ILCJIbIO 06H3pY)KCHI/I51 3aPa’KCHHBIX
00BEKTOB CUTHAaTYPHBIMH U 3BPUCTHYCCKUMH MCTOAAMMU,
L BO3MOXHOCTb BBIIIOJIHATH IPOBCPKU C LCIIBIO O6H3py>K€HI/I$I 3apPaKCHHBIX

OOBEKTOB M0 KOMaHJe U(UIK) B PEKUME JTUHAMUYECKOTO OOHAPYKEHHs B MPOIECCe
BBITIOJIHEHUS Ollepaluii  JocTyna K OObeKTaM, a TakkKe IyTeM 3allycka ¢
HEOOXOJAMMBIMU  TapaMeTpamMu  (PYHKIMOHUPOBAHMS CBOETO KOJA BHEIIHEH
MIPOrpaMMONu;

o BO3MOXHOCTh yJalieHUus (€Cld TEeXHWYECKU BO3MOXKHO) (ailioB, B KOTOPBIX
oOHapy>KeH BPEIOHOCHBIM KOJ, a Takxke (ailioB, MOMO3PUTEIBHBIX HAa HAIMYWC
BPEJOHOCHOTO KO/, IEpEMELIEHUE U U30JIMPOBAaHNE OOBEKTOB BO3ACHCTBUS;

o BO3MOKHOCTh OJIOKMPOBaHHS JOCTYIA K 3apa)X€HHbIM (hailiiaM, B TOM YHUCJIE
MOJIYYCHHBIM TIO KaHaJlaM TIepellayd JIaHHBIX, aKTUBHBIX pabOYMX CTaHIUN WU
CepBepa, Ha KOTOPBIX OOHAPYKEHBI 3apa’KeHHbIE (aNJIbI;

o BO3MOXHOCTh OTOOpa)XEHHWE CUTHAJIa TPEBOTU 00 OOHApyXeHWU Ha pabodeit
CTaHLIMM aJMUHUCTPATOPA, B TOM YHUCJIE A0 NOATBEPKICHUSA €T0 IMOJYyYEHUs] I 10
3aBEpLICHUS CEAHCa;

o BO3MOKHOCTh BOCCTAHOBJIEHUSI (DYHKIIMOHAJBHBIX CBOMCTB 3apa)KCHHBIX
00BEKTOB;
o BO3MOKHOCTh TOJIyYEHHS] M YCTaHOBKM OOHOBJIEHUI aHTHUBUPYCHBIX 0a3 0e3

IMPUMCHCHHA CPCACTB aBTOMATHU3alliK; B ABTOMATU3HUPOBAHHOM PCIKHUME C CCTCBOI'O
peCypca, aBTOMATHYCCKH YCPC3 CCTCBLIC ITOAKIIOYCHU,

o BO3MOKHOCTb BBIIIOJIHATD ITPOBEPKHU C LENbIO OOHAPYKEHUS aTaKU dKCILNIOUTOB
B IIaMATH MpolieccoB, B kKoHTeHepax Windows Server 2016;
. BO3MOXXHOCTh TIpU  OOHapy>KEHWUW TIPU3HAKOB AaTaKM OKCIUIONTOB Ha

3alUIIaeMbIil TIPOIECC 3aBepIIaTh MPOIEecC, coo0marh O (pakTe AMCKpEIUTAINU
ySI3BUMOCTH B IpPOILIECCE.

Kpome Toro, mnporpamMmHbie CpeACTBA AHTUBUPYCHOW 3aIUTBl [JISI CEPBEPOB
MacmTaba TPEeAnpusATAS W TEPMUHAIBHBIX  cepBepoB  Windows  JTOHKHBI
oOecreynBaTh pealn3alrio CIEAYIONNX (QYHKIIMOHAIBHBIX BO3MOXKHOCTEH, HE
Tpedyromux ceprudukanuo GCTIK:

. AHTUBUPYCHOE CKAHWPOBAHUE B PEKHUME PEAIbHOTO BPEMEHU U TIO 3alpocy Ha
CepBEpax, BBIMOJHSIIOMUX pas3Hble ¢GyHKIuH: CepBEpoB TEPMHUHAIOB W TPHUHT-
cepBepoB; CepBepoB MPUIIOKEHUI 1 KOHTPOJIEPOB JOMEHOB; DailIoBBIX CEPBEPOB;
. AHTUBHPYCHOEC  CKAaHMUPOBAHWE 110  KOMaHAEC  TOJb30BaTENsd WU
aJIMUHUCTPATOPA U 110 PACTTHCAHMIO;

. 3allyCK 3a/a4 MO PACMUCAaHUIO0 W/MIU Cpa3y IMOCJe 3arpy3KH OINeparmoHHON
CUCTEMBI,

. oOnavyHas 3alMTa OT HOBBIX yTPO3, MO3BOJSIONIAS MPWIOKEHHIO B PEKHUME
peaslbHOTO BpPEMEHU oOpaIrmaThCsi K CHEIUATBHBIM CaiiTaM MPOU3BOAMUTENS, IS
MOJIYYCHHS BEPAMKTA TI0 3aIyCKaeMo# mporpaMMe wiu (hauiy;
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. aHTUBHUPYCHas MpoOBepKa M jeueHue (aiioB B apxuBax ¢popmaroB RAR, ARJ,
ZIP, CAB, LHA, JAR, ICE;
. 3amura (ailyioB, adbTEpPHATUBHBIX MMOTOKOB (aitmoBeix cucrem (NTFS-

streams), 3arpy304HO# 3alKCH, 3arpy304HBIX CEKTOPOB JIOKAJIBHBIX M ChEMHBIX
JTCKOB;

. HETPEPHIBHOE OTCJICKUBAHKE MTOTBITOK BBHITTOJHEHHS Ha 3aIUIAEMOM CEpBEpe
ckpuntoB VBScript u JScript, co3gannbix mo TexHonorusM Microsoft Windows
Script Technologies (umum Active Scripting), mpoBepka NIPOrPaMMHOTO KOJa
CKPHUIITOB M aBTOMAaTHUYECKH 3allPCICHHE BBHIMOJIHEHUE TE€X W3 HHUX, KOTOPBIC
NPU3HAIOTCS OMTACHBIMH.

. AHanu3 oOpaiieHuid K oOmMM mankam W (aitiaM JiJIsi BBISIBJICHUS TOIBITOK
G poBaHUS 3alTUIIAEMBIX PECYPCOB IOCTYIHBIX MO CETH;

. Bo3moxxHOCTB IpoBepkHu KoHTeHHEepoB Microsoft Windows.

. 3alUTa OT CETEBBIX aTaK C HCIOJb30BAaHWEM IPABUJI CETEBOrO JKpaHa IJis
MPUIIOKEHUH U TIOPTOB B BBIUMCIUTENBHBIX CETSIX JTF000T0 THIIA,

. amumate HTTP u HTTPS Ttpaduk oT BUpYCcOB M (UIIMHIA, C MPOBEPKOMH

CCBUIOK 0a3aM BPEIOHOCHBIX BE0-aJIpeCOB U BO3MOXHOCTBHIO MPOBEPKH BATHIHOCTU
ceptuduxkatoB BeO-cepBepoB. IlepexBaT Tpaduka AOMKEH OCYIIECTBIATHCA C
MIOMOIIIBIO IpaiiBepa MmepexBara WK Ke ¢ TOMOIIBIO €r0 TepeHanpaBIeHuUsI.

. HAJIMYUE KOMIIOHEHTA, JIaloIIer0 BO3MOXKHOCTh CO3JaHUS CHEIHATbHBIX
IIpaBuJI, 3alpenalonuX WK pa3pelialiX YCTAaHOBKY U/HIIHM 3aIlyCK IPOrpaMM JIst
BCEX WIIM K€ JUIsl ONpeNeNIeHHbIX Tpynn mojb3oBareneit (Active Directory wim
JIOKaJIBHBIX TIOJIb30BATENICH/TPYIIN);

. KOMITOHEHT CO3J[aHHsl CIEIUaJIbHBIX TMpaBUJ JOHKEH KOHTPOJIUPOBATH
MIPWIIOKEHUS TI0 MYTH HAXOXKJIEHUS MTPOTPaMMBbl, METaIaHHBIM, CEpTU(PHUKATY HIIA €T
OTIIEYaTKY, KOHTPOJIHHOW CyMME;

. KOMITOHEHT CO37aHUsl CIEIUaIbHBIX IPABWJI JIOJDKEH paboTaTh B PEXUME
YEPHOTO WK OEJIOTO CITHCKA, a TAKKE B PeKUME cOOpa CTATUCTUKH WIIH OJIOKMPOBKH,
JOJDKEH MMETh BO3MOYKHOCTBH CO3JIaHUS CIUCKA JOBEPEHHBIX MaKeTOB OOHOBJICHHM,
KOTOPbIE MOTYT U3MEHATh U 3aIyCKaTh BIOKEHHBIE B HUX (Dailiibl;

. OCYIIECTBJICHUE KOHTPOJS pabOThl MOJIb30BATENS C BHEIIHUMU YCTPONUCTBAMHU
BBOJIa/BbIBOJIa, C BO3MOXXHOCTBIO CO3/IaHUS CHHCKa JOBEPEHHBIX YCTPOUCTB U
BO3MOKHOCTBIO TPENOCTABIICHUS TPUBWJICTHA [JI1 HMCIOJB30BAHUS BHEITHUX
YCTPOMCTB OMpeIeTICHHBIM MOJIb30BaTeNsiM u3 Active Directory;

. OCYIIIECTBJICHUE KOHTpOJISI pPabOThl ¢ ceThio VIHTEpHET, B TOM 4YHCTE
BKJIFOUEHHUE SBHOTO 3allpeTa WM pa3pelieHus JOCTyma K pecypcaM OIpeneIeHHOTO
COJICp>KaHMs, KaTErOpuM 3apaHee CO3JaHHOM W JAUHAMUYECKH OOHOBIISIEMOM

IIPOU3BOJAUTEIIEM. ;

. NudopmupoBanne aiMMHUCTPATOPA O TMOJIKIIOUEHUH BHEIIIHUX YCTPOMCTB.

. 3aIIMTHI OT HKCIUIYaTUPOBAHMS YSI3BUMOCTEHN B ITIAMSTH IIPOLIECCOB;

. JOJKHA OBITDH BO3MOKHOCTh aBTOMAaTHYECKHU 3aBepliaTh

CKOMIIPOMCTHPOBAHHBIC ITPOLCCCHI, ITPHU 3TOM KPUTHYCCKUC CUCTCMHBIC ITPOLICCCHI HC
AOJIDKHBI 3aBCPIIATHCA
hd BO3MOXHOCTbD )106aBJ'I${TB IMpOUECChI B CITMCOK 3alIUIIIACMBIX
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. YCKOpPEHUs Mpoliecca CKaHMPOBAHUS 3a CUET MPOIyCKa OOBEKTOB, COCTOSHUE
KOTOPBIX CO BPEMEHU NPOLUION MPOBEPKH HE U3MEHUIIOCH;

. IpoBepKa COOCTBEHHBIX MOJIYJIEH Ha BO3MOKHOE HapYUICHUE UX IEJIOCTHOCTH
MOCPEJICTBOM OTJIETLHOM 3a1a4uH;

. HACTPOMKH MPOBEPKH KPUTHUECKUX 00JacTeil cepBepa B KaUECTBE OTAEIbHOMN
3aJ1a4u;

. PErYJIMPOBKM pacHpelie]IeHUs PECYpCOB CepBepa MEXAY AaHTHUBHUPYCOM U

JIPYTUMH TPUIOKEHUSIMUA B 3aBUCUMOCTH OT MPUOPUTETHOCTHU 3a7a4: BO3MOKHOCTh
MPOJI0JDKATh aHTUBUPYCHOE CKAaHUPOBAHKUE B (JOHOBOM PEIKHUME;

. Hanuurie MHOKECTBEHHBIX MyTEeW YBEIOMJICHUSI aJMUHUCTPATOPOB O BaKHBIX
MPOU3OIIEAIINX COOBITHSX (MOYTOBOE COOOIIEHHE, 3BYKOBOE OIOBEIICHHE,
BCILIBIBAIOIIIEE OKHO, 3aITUCh B KYpPHAJ COOBITHI);

. POJIEBOM JOCTYI K MapaMeTpaM MPUIOKEHUS U CIy>KOe ¢ OMOIIBI0 CIHCKOB
pa3pellieHuii, TMO3BOJSAIONIMN K30€XaTh OTKJIIOUEHHS 3alllUThl CO  CTOPOHBI
BPEJIOHOCHBIX ~ IPOTpaMM, 3JIOYMBIIIJIEHHUKOB WM  HEKBATU(PUIIUPOBAHHBIX
MOJB30BATENICH, a TaKXKe 3alpellalolldil WA  Pa3pelIalolnil  yIpaBJICHUE
aHTUBHUPYCOM;

. BO3MOKHOCTB uHTerpauu ¢ SIEM cucremamuy;

. Hanmnune MexaHW3MOB aBTOMAaTMYECKOW TIE€HEpPAlMM MPABUI Ui KOHTPOJISA
YCTPOWCTB Y NMPUJIOKEHUM;

. BO3MOXKHOCTh ~yKa3aHUsl KOJMYECTBa pabO4YMX MpOLECCOB aHTUBUpYCa
BpYy1HYIO,

. BO3MOKHOCTb OTKJIIOUUTH rpaduueckuil uHTepdeiic;

. HaJINYUE yAAUICHHOWN U JIOKAIBHOW KOHCOJIM YITPABIICHHUS;

. YIPaBJICHHS IapaMeTpaMy aHTUBUPYCAa U3 KOMaHIHON CTPOKHU;

. LEHTPAJIM30BaHHOE YNPABIECHUE BCEMH BBIIICYKA3aHHBIMU KOMIIOHEHTaMHU C
IIOMOLIBIO €IMHON CUCTEMBI YIIPABIICHUS;

. YIPABJIEHUE CETEBBIM JKPAHOM ONEPALMOHHOM CUCTEMBI, C BO3MOYKHOCTBHIO

BOCCTAHOBJICHHUA NCXOJHOT'O COCTOAHU:A IIPABUII;

6.6. TpeOGoBaHMs K NPOrpaMMHBIM CpPeIACTBAM AHTUBMPYCHOWH 3alUTHI U
(puabTpanMu cnamMa ¢ NOMOIIBIO OTAEJBLHOI0 X0CTA.

CpencTBa aHTUBUPYCHOM 3alUTHI U (DUIbTpAUMU CllaMa C MOMOILBIO OTAEIBHOTO
XOCTa JOJDKHBI OBITh CEPTU(GUIMPOBAHBI B COOTBETCTBUU C TPEOOBAHUSIMHU K
cpeactBaM aHTuBUpycHOM 3ammThl — npukaz3 GCTIK ot 20 mapra 2012 r. Ne28
ynojsHoMoueHHbIM opraHoM (DPCTIK), nmo tunmy b He HMXKe 4YeTBepTOro Kiacca
3aILUTHI.

[IporpamMHOE CpenCTBO AHTUBUPYCHOW 3allUThl W (PHIIBTpAIiK criaMa JOJIKHO
o0ecreunBaTh peain3aluio CIeayoImX (QyHKINOHATBHBIX BO3MOKHOCTEH:

. MOJACPKKY OINPENEICHHBIX POJIed [ MPOrpaMMHOTIO H3AEIUS U HUX
accolualuu c KOHKPETHBIMU aIMUHUCTpPATOpPaMU 0€e301MacHOCTH,
aJIMUHUCTPATOPaMH CEPBEPOB U MOJIb30BATEIISIMU;

o BO3MOXHOCTh ~ YIOJHOMOYEHHBIM  TOJb30BATENSAIM  (POJISIM)  YHPABIATH
PEXKUMOM BBINOJTHEHUST (PYHKIIMI 0€301MacCHOCTH;
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o BO3MOXKHOCTh ~ yIOJHOMOYEHHBIM  TIOJIb30BATENSIM  (POJISIM)  YIIPABJIATh
napameTpaMH HaCTPOMKU (PyHKIHMI 0€30MacHOCTH TPOrPAMMHOTO U3EIIHS;

o yOpaBjeHUE YCTAaHOBKOW OOHOBJICHMH (akTyanu3anuu) ©0a3bl JaHHBIX
MIPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX MTPOTPaMM;

o MOJIyYeHUE W YCTaHOBKa OOHOBIEHMH 0a3 0e3 NpHUMEHEHUs CpEACTB
aBTOMAaTH3allud, B aBTOMATH3UPOBAHHOM pEXHME C CETEeBOTO  pecypca,
aBTOMATHUYECKHU YepPe3 CETEBBIC MOAKIIOUEHUS;

o BO3MOXHOCTh TE€HEPUPOBATh 3alUCU ayauTa i COOBITUH, MOABEPraeMbIX
ayauTy;

BO3MOXHOCTh UT€HHUS MH(POpMAIIUU U3 3alUCell ayuTa;

BO3MO>KHOCTB aCCOIMAIINH COOBITUH ayauTa ¢ uACHTU(UKATOpaMH CyOBEKTOB;
BO3MO>XHOCTh OTPaHUYECHHSI IOCTyIA K YTEHUIO 3alKcel ayuTa;

BO3MOYXHOCTh MIOUCKA, COPTUPOBKH, YIIOPSIIOUCHUS JaHHBIX ay/IUTa;
BO3MOXXHOCTh BBITIOJTHEHUS TMPOBEPKH C LEJbI0 OOHApYXEHHUS 3apa’keHHBIX
O0OBEKTOB, B TOM YHUCIIC M B PEKUME PEATBHOTO BpEMEHH B (hailiax, MOIy4eHHBIX 110
KaHajaM Mepeaaydu JaHHbIX;

o BO3MOXXHOCTh BBITIOJTHEHUS TMPOBEPKH C LEJbI0 OOHAPYXEHHUS 3apa’keHHBIX
OOBEKTOB IO KOMAaHJIE, B pEXHME JUHAMMUYECKOrO OOHApyKEHHUsS B IIpOLEcCe
BBITIOJIHEHUS OTepaluii JOCTyla K OObeKTaM, MyTeM 3alycka ¢ HeO0OXOIUMBIMU
napameTpaMu QyHKIIMOHUPOBAHUS CBOETO KOJIa BHEIIIHEH MPOrpamMMoii;

o BO3MOXHOCTh BBITIOJTHEHUSI MPOBEPKU C LEIbI0 OOHAPY)KEHHUS 3apasKeHHBIX
00BEKTOB CUTHATYPHBIMU M 3BPUCTHUYESCKIUMH METOIAMU;

o BO3MOXXHOCTh yJajeHus (eciau YyHaJlleHHe TEXHUYECKH BO3MOXKHO) KoOja
BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) U3 3aPAXKEHHBIX O0BEKTOB;

o BO3MOKHOCTh BBIMIOJHEHHUSI IMPOBEPOK COOOILEHUHN 3JIEKTPOHHOW IOYTHI Ha
NpeIMEeT HaW4Usl  HEe3alpaliuBaeMbIX  DJIEKTPOHHBIX  COOOIIEHUN  (mHceM,
JIOKyMEHTOB) W HWHOW WH(OpMAIlMK, HE OTHOCAIUXCS K (YHKIIMOHUPOBAHUIO
MH(OPMAIMOHHOW CUCTEMBI (3alIUTa OT criama).

Kpome Toro, mporpaMMHO€E CpeCTBO aHTUBHPYCHOM 3aIIUTHI JOJKHO 00ECTIeYnBaTh
peaM3anuio  CIeayrmmX (YHKIIMOHATIBHBIX BO3MOXHOCTEH, HE TpeOyIoIuX
ceptuduxanuro GCTIK:

[IporpaMMHBIE CpeaCcTBa AHTUBUPYCHOW 3alIMTHI UM (PUIBTpalUK cliaMa JIOJDKHBI
MOCTABIATHCS B BHJAE BUPTYAIBHOTO TMOYTOBOTO MIII03a C  BO3MOXKHOCTBIO
WHTETPAIH €Tr0 B CYNIECTBYIONIYIO MOYTOBYIO CTPYKTYPY OpraHU3alluu, a TaKkKe B
Bujie [ISO mHCTAISAIIMOHHOTO 00pa3sa.

[IporpammHuBIe CcpencTBa aHTUBUPYCHOW 3alIUThl M (DUIBTpAIlMU CliamMa JOJHKHBI
UMETh BO3MOXXHOCTh YCTAHOBKM Ha BHPTyaJbHBIC CEPBEPHl, a TaK [i¢
HEMOCPEICTBEHHO Ha (PU3NUECKHE CEPBEPHI.

B cocTaB BUPTyaJIbHOTO MMOYTOBOTO MITI03a TOJDKHBI BXOIUTh:

° [TpenycranoBnennas OC;
. [ToutoBBIi1 cepBep;
o AHTHUBUpYCHas IPOTpaMma.

B mporiecce ycranoBk# mouToBoro muo3a u3 [SO o0pasa 1omKHBI yCTaHABIUBATHCS:
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o OnepanoHHas cUCTeMa;
° [TouToBHIl cEpBED;
o AHTHBUpYCHAs IPOTrpaMma.

I[OJDKHa OBITH BO3MOKHOCTD YCTAHOBKH ITOYTOBOI'O HIJIK03a Ha CIICAYIOIIUC BCPCHUU
TAIIEPBU30POB:

o VMware ESXi 5.5 Update 2;

. VMware ESXi 6.0;

o Microsoft Hyper-V Server 2012 R2.

ITouToBEIH H1JIKO3 JOJIZKCH YAOBJICTBOPATD cieayromum MUHUMAJBbHBIM
TpeOOBaHUSIM:

o cereBon aganrep E1000;

) 00BeM cBOOOIHOrO MecTa Ha aucke — He MeHee 100 I'b;
° He MeHee 4 I'b onepaTuBHON NaMsITH;

o OJINH YETBIPEXbAACPHBIN MPOIIECCOp.

JloixkeH ObITh TpenocTaBieH BeO-uHTEpelc B3aMMOACHCTBUS C TOYTOBBIM
LIUTFO30M.

Be6-unrepdeiic n1omkeH ObITh TPOTECTUPOBAH HA COBMECTUMOCTD CO CIIEAYIOIIUMU
BEpCUsIMU Opay3epoB:

o Mozilla Firefox Bepcuu 59 u BbIiIe.

o Internet Explorer Bepcuu 11 u BeimIEC.

o Google Chrome Bepcuu 65 u BbIIIIE.

o [Touck u yaaneHue B pexxuMe pealbHOro BpEMEHH BCEX THUIIOB BUPYCOB,

4epBEil, TPOSIHCKUX U IPYTUX BPEAOHOCHBIX IIPOrPaMM B IOTOKE BXOISALINX U
UCXOJSIINX MOYTOBBIX COOOILIEHUH, BKIIOYAsl BIIOKECHHUS;

o [IpoBepku BXOAA1IMI MOTOK MOYTOBBIX COOOIIEHUI Ha HAJIMYKE crlama,
MOTEHIMAIBHOIO CIIaMa, MaCCOBBIX PACCHUIOK (B TOM YHCII€ MAPKETUHIOBBIE
PACCBUIKU) YAQISTH COOOIIEHHUSI, TOMEIIaTh KOMUU COOOIICHUM B XpaHUJIUIIIE;

o VYnpaBieHue aHTU-ClIaM KapaHTUHOM U3 BeO-uHTepdeiica;

o JleTeKTUpOBaHUS BPEJOHOCHBIX M (PUILIMHTOBBIX CCHUIOK B TeJIE MUChMA;
o Hanuuue penyTalimOHHBIX 00JIAUYHBIX CEPBUCOB;

o B03MOXHOCTh UHTErpalliK ¢ TPUBATHBIM PEIyTAMOHHBIM CEPBUCOM,

KOTOPBIN TIO3BOJISIET OCYIIECTBIIATH MPOBEPKY (haiiIoB, HE OTIPABIISIS TaHHbBIE 32
peesbl OpraHu3alng;

o Hanuyre koMIOHEHTa 3alUThI, ITO3BOJIAIONIETO PACIIaKOBBIBATH U
aHAJM3UPOBATh COCTaBHbBIC (DAWIIBI HA TIPEAMET aHOMAJIUHN ISt OJIOKUPOBKHU paHee
HEU3BECTHBIX yIPo3;

o OOGHapyxuBaTh, OJJOKUPOBATH U JICUUTh 3apaKEHHBIC TTOUTOBBIC COOOIICHUS U
3apa)KEHHBIC BIIOKEHUS, YIAIATh COOOIICHHS U BIOYKEHUS, TTOMEIIATh KOTTHH
COOOIIIEHUI BO BPEMEHHOE XPAHWIIHIIIC;

o OOHapyXuBaTh U OJIOKHPOBATH COOOIIEHUS, COJIEPIKAIINE MaKPOCHI BO
BIIOKeHMH (Haripumep, (aitinbr hopmaroB Microsoft Office ¢ Makpocamu), ynansiTh
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COOOILIEHUS WIIN BIOXKEHUS, IOMEIIATh KOMTUU COOOIIEHUI BO BpEMEHHOE
XPpaHUJIUIIE;

J OO0HapyxuBaTh U OJOKHUPOBATH COOOIIEHUS, COAEpKAILNE 3alIM(PPOBAHHBIE
OOBEKTBI, yIAIATh COOOLICHHSI NN BJIOKEHHUS, IOMEIATh KOIIUK COOOIIEHUI BO
BPEMEHHOE XPaHUIMILE;

o OO6Hapy>kuBaTh U OJIOKUPOBATH COOOIIEHUS, COACPKAIINE APXUBBI,
pacro3HaBaTh TUIBI (DaiiJIOB BHYTPH apXuUBOB (Hampumep, dhaiisl popmara ZIP,
RAR, TGZ, 7z, QZIP), 610KHupOBaTh OTAENIbHbIE (haliibl BHYTPH apXUBOB;

o BhBINOMHATE KOHTEHTHYIO (GUIBTPAIMIO COOOIIEHUH TI0 UMEHH, pa3Mepy U
TUITY BJIOKEHUH, ONIPENEIATh UICTUHHBIA (DOPMAT U TUII BJIOKEHUS, HE3aBUCUMO OT
€ro pacUIMpeHus], yAAIATh COOOIEHNUs, COAEPIKAIINE BIOKEHUS ONPEAEIEHHOTO
(opMaTa UM C OIpeIEICHHBIM UMEHEM WM COOOLIEHMS, pa3Mep KOTOPBIX
IPEBBILIAET JOMYCTUMBIN, IOMEIIATh KOIIMU COOOIIEHUI BO BpEMEHHOE XPaHWIINLIE;

o CoxpaHsTh pe3epBHbIE KOITMU COOOUIEHUI BO BPEMEHHOE XPAHWIUIIE 110
pe3ynbTaTaMm uxX 00pabOTKU MOIYJISIMU 3alUTHI;

. VYrpaBieHue BpeMEHHBIM XpaHWINILEM U3 BeO unrepderica;

J CoxpaHsaTh COOOIIEHHUS U3 XpaHWIUIIA B (pailsl U nepechlIaTh COOOIEHUS
NOJIy4aTelsIM

. WNuterpanmu co ciayx06amu karaiaoroB Active Directory u Open LDAP;

o B03MOXHOCTh OTIIPaBKH JIOBYILIEK U YBEAOMIIEHUH IO IPOTOKOIY SNMP;
° Bo3moskHOCTh paboThI 110 ipoTokoity [Pv6;

o OO0pabaTbIBaTh IOYTOBBIE COOOIIEHUS COTJIACHO MPpaBUIaM, 3aJJaHHBIM IS
TPYI OTIPABUTENEN U MOJIy4daTENEH;

o OTnpaBisaTh YBEIOMIIEHUS MOJIB30BATENSAM O PE3yJbTaTaxX MPOBEPKHU UX
COOOIICHUI MOTYJIIMH MPOTPAMMBI;

o VYBeoMIeHUS TOKHBI COIEPKATh CITUCOK MOCIEAHUX COOOIIEHUH B
XPaHWINILE

° HacTpoiiku pacriucanus oTnpaBKu yBEIOMIICHUN;

° O6HoBneHust 6a3 ¢ ucnoas3oBanueM npotokoiaoB HTTP, HTTPS;

o OTnpaBisaTh ¥ NOTy4YaTh COOOLIEHUS MO 3anuiieHHoMy kanainy TLS/SSL,
OCYILECTBIISATh YIIpaBJI€HNE KIF0YaMH IU(POBAHNUS;

o OcyuiecTBIATh MPOBEPKY MOUIMHHOCTH OTHPAaBUTENECH COOOIIEHHI ¢
nomokio Texnojoruii SPF, DKIM;

o [ToanuceiBaTh UCXOASAIINE COOOIIEHUS STIEKTPOHHON MOYTHI C TOMOUIBIO
texHoJioruu DKIM;

o J100aBAATh MPEaYyNPEKICHUS 0 HEOE30MTACHOM BJIOKEHUU K BXOISIIIIUM
COOOIIICHUSM;

o [IpocmaTpuBaTth )XypHaJI COOBITHH, ayIMTa B BeO HHTEpdece mporpaMmsbl U
3arpy»KaTh €ro Ha JKECTKUU JUCK;

o OOHOBIIATH cUCTEMY Yepe3 BeO-uHTepPeiic;

o B3aumoneiicTBue ¢ cinyx00i TEXHUUECKOM MOAIEPKKH uepe3 BeO-uHTepdeiic;
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o OunbTpanys Wi UCKITIOUEHNE U3 (PHIIBTPAIIN COOOIICHUS TI0 aJIpeCy
oTnpaBuTess nuchma (e-mail u/unu [P-anpec) Ha oCHOBE COOCTBEHHBIX «UEPHBIX» U
«OeNBIX)» CIUCKOB,;

o [TpoBepka nanmuuust [P-anpeca ormpasurens B cruckax DNS-based realtime
blackhole list (DNSBL);
o IIpoBepka IP-aapeca oTrpaBUTENsI HA COOTBETCTBHUE CIIUCKY Pa3pEIICHHBIX

aJpEecoB JIJIA IOMEHa ¢ nmoMolbio TexHosoruu Sender Policy Framework (SPF);

o [Tposepka ¢ momorsio cepruca SPAM URI Realtime Blocklists (SURBL)
aJIpeCoB U CChUIOK Ha CaHThI, MPUCYTCTBYIOIIHX B TEJIC MHChMa;

° ITpoBepka rpadyMuecKuX BIOKCHHH Ha COBITaJICHUE C U3BCCTHBIMHU
CUTHAaTypaMu CIaM-COOOIICHHIA;

° BrisBiieHHE TTO03PUTENBHBIX, TOBPEKICHHBIX M 3AIUINCHHBIX TAPOJIEM
daiinoB, a Takxke (aiioB, B pe3ysIbTaTe MPOBEPKH KOTOPHIX MMPOU30IIIIA OIIHOKA;

° [TepeHoc B KapaHTHHHBIN KaTaJIOT 3apa’KeHHBIX, MTO03PUTEIBHBIX U
MTOBPEXKJIECHHBIX OOBEKTOB IIOYTOBOT'O TpaduKa, ONpeaessaTh 3alIUIICHHBIC TTapojieM
(aiinbl, a Takke (ailiipl, B pe3ybTaTe MPOBEPKH KOTOPHIX IMTPOM3O0IILIA OITHOKA;

o Hanmuue o61iero u nepcoHaIbHOTO KapaHTHHA;

o O6paboTka mo4YToBOro Tpaduka B COOTBETCTBUU C MPaBUIAMHU, 3aJaHHBIMU
JUTSI TPYTIN OTIIPaBUTENEH U MOTy4yaTenei;

o Opranuzanus JOMOTHUTEIBHON (QUIBTPAIIMN TOYTOBOTO MOTOKA COOOIIEHUMN

110 KIMEHAaM U TUIIaM BJIO’KEHHBIX (pailioB M MpUMEHEHHUE K OT(UIBTPOBAHHBIM
COOOIICHHSIM OTJIEIbHBIX IPaBUI 00pPaOOTKH;

o Hcnonbs3oBaHne peryisipHbIX BIPAXKEHUN IPU CO3IaHUU MPABUJ PUIIBTPALIMH;
. Hannuwne BCTpOEHHBIX poJield aIMUHUCTPATOPA U CIIELIUATUCTA TOAICPKKH;
o B03MOXHOCTB yBEIOMIIEHUS OTIIPABUTEIS, IOJIy4aTeNsl U aAMUHHACTPATOPa

cepBepa 0 MOYTOBOM COOOIIEHUH, COACPIKAIIEM 3apaKEHHBIC U TTOI03PUTEIbHBIC
OOBEKTEI;

o VYmpasieHue paboTol MPOrpaMMBbl TOJDKHO OCYIIECTBIISITh KaK CTaHIaPTHBIMH
CpEeIICTBaMH OIEPAITMOHHONW CHCTEMBI C TIOMOIIBI0 KOMAaHIHOM CTPOKH, TaK U 4epe3
crienUalIbHBIN BeO-uHTEpdelic, padoTaromuii Ha Opay3epax: Internet Explorer,
Mozilla Firefox, Google Chrome;

o BO3MOKHOCTh J100aBjIeHUs B cooOIieHns X-3aronoBku X-MS-Exchange-
Organization-SCL mo pe3yabTaTaM IPOBEPKH Ha CIIaM;

° BO3MOXKHOCTh UHTerpanuu ¢ SIEM-cucremamu ¢ ucnonb3zoBanueM CEF-
dbopmara (aitnos;

o BO3MOKHOCTH 100aBisATh MeTKy Unicode spoof k 3aroyioBky cooOiieHus B
ciyyae ooHapyxkenus: FOnuko-crydunra.

° Hanuune ruGkoro nHCTpyMeHTapus JUIsl co3aanus ot4eToB B popmare PDF.

[IporpammubIe CpencTBa aHTUBUPYCHOW 3alIUThl M (DUIBTpAIlUU CliamMa JOJHKHBI
MOCTABJISITECS B BUJE BUPTYAJbHOTO TIOYTOBOTO IIUTI032 C BO3MOXXHOCTBHIO
WHTETPAIMHA €TO B CYIIECTBYIONIYIO MOYTOBYIO CTPYKTYPY OpPraHU3allid, a TaKXKE B
Bujie SO mHCTALISAIIMOHHOTO 00pa3sa.
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6.7. TpeOoBaHMs K NPOrpaMMHBIM CpPeJACTBAM AHTHBMPYCHOH 3alUTHI W
dunbTpanuu cnama ajsa cepsepoB Microsoft Exchange

CpencTBa aHTHUBUPYCHOM 3alIUThl U (QUIbTpallMK crama Jjsi cepBepoB Microsoft
Exchange nomxHbl ObITH CePTUGUIUPOBAHBI B COOTBETCTBUU C TPEOOBAHUSIMHU K
cpeacTtBaM aHTUBHpYyCHOM 3amuThl — npuka3 @CTOK ot 20 mapra 2012 r. Ne28
ynosiHomoueHHbIM opraHoM (PCTIK), o tumy b He HUke BTOPOTo Kilacca 3allUThI.
[IporpammHBIE€ CpeCTBa AHTUBUPYCHOM 3aIUTHI U (PYUTBTPAIIMU CIIaMa JIsl CEPBEPOB
Microsoft Exchange momxubl (pyHKIHOHHpPOBATH Ha KOMIBIOTEpaxX, pabOTAIOLINX
MO/ YIIPABJICHUEM OTEPAITMOHHBIX CUCTEM CIICTYIOITNX BEPCHIA:

. Microsoft Windows Server 2016

Microsoft Windows Server 2012, 2012 R2

. Microsoft Windows Server 2008 R2

J Microsoft Windows® Small Business Server 2011 SP1 Standard;
[IporpammHBbIe CpeICTBa aHTUBUPYCHOM 3aIUTHI U (PUIIBTPAIIMU CTIaMa JJIsl CEPBEPOB
Microsoft Exchange nomkHbl (yHKIMOHHUPOBATH C MPOTPAMMHBIM OOecIeueHUEM
Microsoft Exchange Server ciegyronux Bepcui:

. Microsoft Exchange Server 2010 SP3

. Microsoft Exchange Server 2013 SP1

. Microsoft Exchange Server 2016

[IporpammHBbIe CpeICTBa aHTUBUPYCHOM 3aIUTHI U (PUIIBTPAIIMU CTIaMa JJIsl CEPBEPOB
Microsoft  Exchange  momkHBI  oOecreunmBaTh  peaM3alMi0  CISAYIONTUX
(GyHKIHOHATBHBIX BO3MOXHOCTEH:

J B03MOXXHOCTh Te€HEpUpPOBATHh 3alKUCHU ayJUTa JJIsi COOBITUM, MOTEHIIUAIBLHO
MOJIBEPTraeMbIX ayauTy.

o B03MOXXHOCTh accolMaii Ka)xaoro COObITHSA ayAuTa C HWIECHTU(UKATOPOM
CyOBEeKTa, €ero MHULIUUPOBABIIETO.

° Bo3moxxHOCTE ynTaTh MH(GOPMAIIMIO U3 3aUCEl ayuTa.

o OrpanuyeHue q0CcTyna K YTEHUIO 3alKiCell ay/IuTa.

o [Touck, copTUpOBKa, yNOPSAIOUYECHUE JaHHBIX ayIUTA.

o BO3MOKHOCTh ~ YINOJHOMOYEHHBIM  TIOJIb30BaTeNIIM  (pOJIAIM)  YIPaBJISATh
napamMeTpaMH HaCTPOMKU (GyHKIIMI 0€30MacHOCTH TPOrPAMMHOTO H3CIHS

o B03MOXHOCTh  yNOJHOMOYEHHBIM  TOJIB30BATENISIM  (POJISIM)  YIIPABIISITh
PEKUMOM BBITIOTHEHUS QYHKIUNM O6€30MaCHOCTH.

o [lognepxka ONpEeAeNEHHBIX POJEH M HMX AacCOUMAlUU C KOHKPETHBIMHU
aIMUHHUCTpAaTOpamMu 0€30MACHOCTHU U TOJIb30BATEIISIMH.

o B03MOXXHOCTh BBINOJHATH MPOBEPKU C LENbI0 OOHAPYKEHHS 3apaKeHHBIX
OOBEKTOB.

. B03MOXXHOCTh BBITIOTHEHUS TPOBEPOK C IETIBI0 OOHAPYKCHHS 3apakKeHHBIX

O0OBEKTOB B pEXUME pPEATbHOTO BpEeMEHU B (pailyiax, MOJYyYEHHBIX IO KaHaJaM
nepeiaun TaHHBIX.

o B03MOXHOCTh BBINIOJTHATh MPOBEPKU C I1IEJbIO OOHAPYXKEHUS 3apaKEHHBIX
00BEKTOB CUTHATYPHBIMHU U IBPUCTUUECKUMU METO/IAMH.
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o B03MOXXHOCTh BBITIONHATH MPOBEPKU C IIEJIbI0 OOHAPYKEHUS 3apaKCHHBIX
OOBEKTOB IO KOMAaHJIIE. B PEXHME TUHAMHYECKOTO OOHApY)XKEHHsI B IpOIecce
BBITIOJTHEHHSI OTIEpaIliid JOCTYTa K 00ObEeKTaM.

o B03MOXHOCTh BBITIONHATH MPOBEPKH C IICNIBI0 OOHAPYKEHHUS 3apakeHHBIX
O0OBEKTOB TyTEeM 3alycka ¢ HEOOXOJAMMBIMH TapameTpaMmu (YHKIIMOHUPOBAHUS
CBOETO KOja cpeaoi PyHKITMOHUPOBAHMUS.

o Bo3moxxHOCTh ynaneHusi (€ciM yAaJeHHE TEXHUYECKM BO3MOXHO) KOJa
BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) U3 3apaKEHHBIX OOBEKTOB;

o Bo3moskHOCTh 0TOOpakeHust curHaia Tpesoru Ha APM aagmuHucTparopa;

o BO3MOXHOCTh YIPaBJICHUS YCTaHOBKOW OOHOBIIEHHWN (aKkTyanu3anuu) Oa3bl
JTAHHBIX TIPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX TPOrpaMm (BUPYCOB);

o BO3MO>KHOCTbH TOJIYYE€HHUS M YyCTAHOBKU OOHOBIICHUH 0€3 MPUMEHEHHS CPE/ICTB

aBTOMAaTU3alliM; B ABTOMAaTU3MPOBAHHOM pPEXHUME C CETEBOI0  pecypca;
aBTOMATHUYECKHU YEPE3 CETEBBIC MOAKIIOUEHUS;

o BBIINOJTHEHHUE NTPOBEPOK COOOIICHUN 3JIEKTPOHHON MOYTHI HA IPEAMET HAIUYUS
HE3allpallliBaeMbIX JJIEKTPOHHBIX COOOIIEHUH (IMCeM, JOKYMEHTOB) M HWHOMU
uH(pOpMauu, HE OTHOCAIIMXCS K (DYHKIIMOHUPOBAHUIO MH(POPMALIMOHHON CHUCTEMBI
(3ammTa OT criama).

Kpome Toro, nporpaMMHbI€ CpeCTBa aHTUBUPYCHOM 3aIlUTHl U (PUIBTPALIUMA ClIaMa
JUIsl TOYTOBBIX cepBepoB Microsoft Exchange nomxnbl oOecrieunBaTh peanu3anuio
cienyromux (yHKIMOHAIBHBIX BO3MOYKHOCTEH, HE TpPeOYIOIIMX CEepTU(UKALUIO
OCTOK:

o coBmectuMocTh ¢ DAG B Microsoft Exchange;

o noiepskka poseir MS Exchange 2010: Edge, Hub transport, Mailbox;

o nojaepkka poneir MS Exchange 2013: Mailbox, Edge Transport, Client
Access Server (CAS);

o noaeprkka poieit MS Exchange 2016: Mailbox, Edge Transport;

o noepkka poseir MS Exchange 2019: Mailbox, Edge Transport;

o MOUCK U yJaJeHHe 10 TPeOOBAHUIO BCEX TUIIOB BUPYCOB, U€PBEH, TPOSIHCKUX U
JIPYTUX BPEIOHOCHBIX MPOTPAMM B MOTOKE BXOJAIIMX U UCXOASIINX TOYTOBBIX
COOOIIICHUHM, BKJTIOUAS BIOKCHHS;

o MOMCK U yJIaJIeHUE B PEXKUME PeajJbHOTO BPEMEHHU BCEX TUIIOB BUPYCOB,
4epBEil, TPOSTHCKUX U IPYTUX BPEAOHOCHBIX IIPOrPaMM B XPAHAILIMXCS HA CEPBEPE
Microsoft Exchange (B ToM uyuciie B 00IIMX Mankax) COOOIICHUSIX, BKIIOYas
BJIO’KECHHSI,;

o HAJIMYHE 3BPUCTUYECKUX METOJIOB AETEKTUPOBAHMS;

o pOBepKa MOYTOBBIX XPAHMUJIUII U OOIIMX MAIMOK Ha cepBepe, B POHOBOM
pexuMe JJi rapaHTUPOBAHHON 00pabOTKH BCceX 0OBEKTOB C UCMOIB30BAHUEM CAMOM
aKTyaJIbHOW BEepCHUU aHTUBUPYCHBIX 0a3 0€3 3aMETHOI'0 YBEIMYECHHS HArpy3KH Ha
cepBep;

. BO3MO’KHOCTb JICUUTh 3aPaKEHHBIE APXUBBI;

o BO3MO’KHOCTb BBISIBJIEHUS U yJIaJIEHUS HE TOJBKO OJHO3HAYHO BPEJOHOCHBIX,
HO U NMOTEHIMATBHO OMACHBIX MPUJIOKEHUH, TAKUX KAK: PEKJIIAMHbIE TPOIPAMMBI,
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IPOrPaMMBbI-COOPIIMKH HHPOPMAIIIH, TPOrPaMMbl ABTOMAaTHYECKOTO JO3BOHA Ha
IIJIATHBIE CAaWThI U APYTUE YTUIUTHI, KOTOPBIE MOT'YT UCIIOJIb30BATHCS
3JIOYMBIIJICHHUKAMU B CBOUX LIEIIAX;

L BO3MOKHOCTb JCTCKTUPOBAHNA BPCIOHOCHBIX U (bHIHI/IHFOBI)IX CCBIJIIOK B TCJIC
II1MCbMa,
L HaJIMYMC MCXaHHU3Ma PACIIO3HABAHUA BUPYCHBIX BHI/II[GMI/Iﬁ ITO3BOJJIAIOIICTO

CBOEBPEMEHHO (B TOM YHCJIC aBTOMATUYECKH) TIPEANPUHUMATH MEPHI 110 YCUIICHUTO
AHTUBUPYCHOM 3aIIUTHI TOYTOBOTO CepBepa: MPHU JOCTIKEHNH 33IaHHOTO TTOpora
BUPYCHOU aKTUBHOCTH aIMUHHCTPATOP CETH TOJTydaeT YBESIOMIICHHE 110
AJICKTPOHHOM T0YTE;

o COXpaHCHUE KOIUH U3MEHICMBIX COOOIICHUI B pe3€PBHOM XPaHMIIHIIE, YTO
MTO3BOJISICT BOCCTAHOBUTH BAXKHYIO MH(GOPMAIIHMIO B CIy4ae HEKOPPEKTHOTO JICUYCHUS
00BEKTA;

o Ha0op mapamMeTpoB MOUCKA ISl yI00CTBa HAX0KICHHUS 00BEKTa B PE3EPBHOM
XPaHWIHUIIIE;

o JIOTIOJTHUTEIBHBIA YPOBEHD IMPOBEPKHU C TIOMOIIBIO PEITyTAIIMOHHBIX O0Ta9HbBIX
CEPBHCOB

° HaJU4Ire KOMIIOHEHTA 3allUThI, ITO3BOJISIONIETO PACIIaKOBBIBATh U
aHAM3UPOBATh COCTABHBIC (haliJIbl HA TIPEAMET aHOMAJINH TSI OJIOKUPOBKHU pPaHEe
HEH3BECTHBIX yTPo3

o MIPOBEPKA PA3IMYHBIX [TAPAMETPOB MHCbMA, TAKUX KaK aJpeca OTIpaBUTENCH U
noJiy4aresieid, pa3mMep N1uchbMa, a TaKXkKe MOJIsl 3aroJIoBKa COOOIECHHS;
o (unbTpaIys Wi UCKII0UYEeHNE U3 QUIbTPALUU COOOIEHUS 10 aIpecy

oTnpaButens nucbMa (e-mail u/unu IP-agpec) Ha oCHOBE COOCTBEHHBIX «YEPHBIX» U
«OEJBIX» CIHUCKOB;

o npoBepka Hanmuus [P-anpeca ormpaButens B crckax DNS-based realtime
blackhole list (DNSBL);
o npoBepka [P-anpeca oTrpaBuTens Ha COOTBETCTBUE CIIMCKY Pa3pEIIEHHBIX

aapecoB it ToMeHa ¢ moMotisio TexHosoruu Sender Policy Framework (SPF);
o npoBepka ¢ nomotbio cepsuca SPAM URI Realtime Block lists (SURBL)
aJIpecoB U CChUIOK Ha CaWThI, MPUCYTCTBYIOIIUX B TEJE MUCHMA;

o UCIOJIb30BaHUE KOHTEHTHOM (pUIbTpanuu (aHaIn3 COEP>KUMOI0 CaMoro
MMChMa, BKIJIFOYAs 3arojoBOK Subject v (paiijioB BIOKEHUN);

o BO3MO>KHOCTh MCIOJIb30BaTh POJIH MOJIb30BaTEIECH/aIMUHUCTPATOPOB IJIs
pasrpaHu4eHUs JOCTyNa K HACTpOolKe 0€301acHOCTH;

o BO3MOKHOCTb JIOTUPOBAHHUS / ay/ITa U3MEHEHHSI HACTPOEK 0€3011acHOCTH
pa3IMYHBIMHU OJIb30BATEISIMU CUCTEMBI,

. BO3MO>KHOCTb MOJTYYEHHsI OTYETOB U YIIPABIICHUS YEPHBIMU/OCIBIMU CIICKAMHU
nocpeactBam PowerShell;

o UCIOJIb30BAaHUE KOHTEHTHOU QuibTpauuu (aHaIU3 COIEPKUMOro camoro

MMChbMa, BKJTFOYAs 3arojIoBOK Subject u uMEH (aitinos);
o BO3MOXKHOCTH GuibTpammu (aitnoB Microsoft Office, comepxammux Makpochi;
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o BO3MO>KHOCTb IIPOBEPKH U YAAJIECHUS UCXOAAIIUX COOOIICHUMN, IBISIOIINXCS
CHaMOM WJIM COZIEPKAIIUX (PUITMHTOBBIE U BPETOHOCHBIE CChUIKH;

. poBepKa rpaduuecKrX BIOKEHUI Ha COBIAJACHNUE C U3BECTHBIMU
CUTHaTypaMu CIaM-COOOIICHHIA;

o CO3/IaHHE OTYETOB IO pabOTE CHCTEMBI 3aIIUTHI;

. BO3MOKHOCTh aBTOMaTHYECKOM paCChUIKM OTYETOB aJIMUHUCTPATOPAM I10
pacnuCcaHuIo;

. BO3MOKHOCTh OOHOBJICHUS] aHTUBUPYCHBIX 0a3 Kak ¢ CAaliTOB IIPOU3BOIUTEIS,
TaK 1 C BHYTPEHHUX CETEBBIX PECYPCOB OpPraHHU3aLUU;

o BO3MOKHOCTh (POHOBOM MTPOBEPKHU MOUYTOBBIX SLIMKOB U OOIIMX MAMOK C
ucnosnp3zoBanueM Exchange Web Services;

o aeTanbHble 0TUeThl B popmare HTML,;

. HaJINYME BO3MOXKHOCTHU OTIIPAaBKU OTUETOB U YBEJAOMIIEHUM HA yKa3aHHBIE
azpeca dIEKTPOHHOM MOYTHI;

. MOHHUTOPHHT paObOThI IPOTpaMMEI ¢ moMoItnkio System Center - Operations
Manager,

o uHrerpauus ¢ Active Directory;

J yIPaBIIEHHE cepBepaMu 3aIUThI ¢ moMoibro MMC koHCOH;

J LEHTPAIN30BaHHBINA POCMOTPA COCTOSHUS 3aILUTHI;

([ ]

BO3MOXHOCTDB paClIpCACIIATEL POJIM aAMUHHUCTPATOPOB CUCTCMBI.

6.7. TpebOoBanusi K NPOrpaMMHBIM  CpPeACTBAM  LEHTPAJIU30BAHHOIO
YIPaBJIeHUS, MOHUTOPUHIA U O0HOBJICHUS

CpencTBa IEHTPAIM30BAHHOTO YIIPABICHUS, MOHUTOPUHTA U OOHOBJICHHS JIOJHKHBI
OBITh CEpTH(HUIIMPOBAHBI B COOTBETCTBHHM C TPEOOBAaHUAMH K CPEACTBAM
antuBupycHor 3ammTel — mnpukaz DPCTOK or 20 wmapra 2012 1. No28
ynosiHomoueHHbIM opraHoM (PCTIK), mo tumy A He HIKe BTOPOTO Kjlacca 3allUThI.
[IporpaMmHbIE CpeAcCTBa IIEHTPAIW30BAHHOTO YIPaBICHUS, MOHUTOPUHTA W
OOHOBJIEHUSI JIOJDKHBI (YHKIMOHUPOBATh Ha KOMIIBIOTEPAX, padOTAIOMIMX 0.
yIpaBJIEHUEM OINEPAIIMOHHBIX CUCTEM CJICIYIOIINX BEPCHIA:

Microsoft Windows 7

Microsoft Windows 8

Microsoft Windows 8.1

Microsoft Windows 10

Windows Server 2008, 2008R2

Windows Server 2012, 2012 R2

Windows Server 2016

[IporpaMmHBIE CpeACTBAa LEHTPAIW30BAHHOIO YIIPABJICHUS, MOHUTOPUHTA W
oOHOBJIEHUS AOJKHBI pyHKIIMOHMpPOBaTh ¢ CYB/I crnenyromux Bepcuid:

o Microsoft SQL Server® 2008 Express 32-pa3psiaHas;

. Microsoft SQL 2008 R2 Express 64-pa3psaHasi;

. Microsoft SQL 2012 Express 64-pa3psiaHasi;

o Microsoft SQL 2014 Express 64-pa3psiaHas;
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Microsoft SQL Server 2008 (Bce pemakiun) 32-pa3psaHas / 64-pa3psiaHas;
Microsoft SQL Server 2008 R2 (Bce penakunm) 64-paspsiaHas;

Microsoft SQL Server 2008 R2 Service Pack 2 64-pa3psiiHas;

Microsoft SQL Server 2012 (Bce penakiun) 64-pa3psiaHasi;

Microsoft SQL Server 2014 (Bce penakuuu) 64-pa3psiaHasi;

Microsoft SQL Server 2016 (Bce penakuuu) 64-pa3psiaHasi;

Microsoft Azure SQL Database;

MySQL 5.5 32-pazpsanas / 64-paspsmHas (HE TMOACPKUBAIOTCS BEPCUU
MySQL 5.5.1,5.5.2,5.5.3,5.5.4,5.5.5);

MySQL Enterprise 5.5 32-paspsianas / 64-pa3psiaHas;

MySQL 5.6 32-paspsinnas / 64-pas3psiaHasi;

MySQL Enterprise 5.6 32-pa3psianas / 64-pa3psiaHas;

MySQL 5.7 32-paspsiqnas / 64-pa3psiaHasi;

MySQL Enterprise 5.7 32-pa3psianas / 64-pa3psiiHasi.

[IporpamMHBIE CpeaCTBA YMPABICHHS MJIS BCEX 3alIUIIAEMBIX PECYpPCOB JOJKHBI
o0ecIieuynBaTh peaan3aIiio CIeAymuX (YHKIIMOHATLHBIX BO3MOKHOCTEH:

o B03MOXHOCTh T€HEpUPOBATH 3AMKMCH AyAUTa JJI1 COOBITHI, MOTEHLHAIBHO
MTOJABEPracMbIX AyJIUTY.

o Bo3MOXKHOCTh acconuanuy KakJIoro cOObITUS ayauTa ¢ UACHTU(DUKATOPOM
CyObeKTa, €ro MHUIMUPOBABIIETO.

o Bo3MokHOCTE UnTaTh HHPOPMALUIO U3 3aMIUCEN ayuTa.

o Orpannyenue n0CcTyna K YTEHUIO 3alMCEN ayIuTa.

o Ilonck, cOpTHpOBKA JAHHBIX AYAUTA.

o B0O3MOXHOCTP ~ yIOJTHOMOYEHHBIM  IOJIb30BaTeIsIM  (pOJIsIM)  YIPABIATH

JAHHBIMU  (aJIMHHHCTPATUBHBIMHA  JAHHBIMH), HCIIOJB3YEMBIMH  (YHKIHSIMH
0€30I1aCHOCTH.

J BO3MOKHOCTh ~ aJIMUHHCTPAaTOpaM  O€30MacHOCTH  YOPaBJISATh  PEKUMOM
BBINIOJIHEHUS (PYHKIMI 0€30MacHOCTH
o BO3MOKHOCTh OTOOPa)KEHHS CHIHaja TpPEBOTM HA aBTOMATHU3UPOBAHHOE

pabouee wmecto (APM) anMmuHHCTpaTopa O€30MAaCHOCTH, YKa3bIBAIOIIETO Ha
OOHapy)XeHHE  BPEIOHOCHBIX  KOMIBIOTEPHBIX  MporpaMMm  (BUpPYCOB)  Ha
M0JIb30BATEIbCKUX aBTOMATU3UPOBAHHBIX pabOUnX MecTax;

o BO3MOXKHOCTh HMJEHTU(ULMPOBATh aBTOMATHU3MPOBAHHbIE pabouyue MecTa,
rEeHEpUPYIOIIME COOBITUS ayJuTa, BPEJOHOCHBIE KOMIIBIOTEPHBIE IPOrPAMMBI
(BUpYCHI), KOTOpble ObUIM OOHAPYKEHBI, U JEHCTBUSA, NPEANPUHATHIE CPEIACTBAMU
AHTUBUPYCHOU 3aILUTHI;

o BO3MOXHOCTh ~ HpPOJOJDKATh  OTOOpa)XEHWE  CHUTHajga  TPEeBOTM  Ha
aBTOMATHU3UPOBAaHHOM pabodyeM MecTe aJMHUHUCTpaTopa Oe30MacHOCTH, MOKa He
OyZeT MOJIy4eHO MOATBEPXKIACHHE €ro MOJy4YyeHHUs WIM TMoKa He OyJeT 3aBeplleH
CeaHc aJMUHHUCTpaTopa 0€30MaCHOCTH;

. B03MOXHOCTh TOJTydy€HUSI U YCTAaHOBKM OOHOBJIEHMH aHTUBUPYCHBIX 0a3 B
aBTOMATU3UPOBAHHOM PEXHUME C CETEBOI0 pecypca, aBTOMAaTUUYECKU YEPE3 CETEBBIC
MOAKITIOYEHHUS.
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o B03MOXHOCTh LIEHTPAIUM30BAHHOW YCTAHOBKM KOMIIOHEHTOB aHTUBHPYCHOMU
3allMThI HA CEpBEPBI U pabOUYMe CTAaHIIMU BHIYUCIUTEIHHON CETH.

o BO3MOXHOCTh 00paOOTKH 3apakeHHbIX 00bekTOB Ha APM u cepBepax
BBIYMCIIUTEIBHON CETH;

o BO3MOKHOCTh BBITNIOJIHEHUSI aBTOMATU3UPOBAHHOIO 3aIIyCKAa CUCTEMBI 3aIUTHI
Ha APM u cepBepax BBIUMCIHUTEIBHOM CETU C 3aJaHHBIMH YCJIOBHUSIMH IOWCKA U
peXMMaMu  pEarupoBaHMs MO  PACIHUCAHUIO,  BBINOJHEHHE  YAAJIEHHOTO
aJIMUHUCTPUPOBAHUS MPOIIECCOB OOHAPYKEHUS BPEJOHOCHOTO 00bEKTa, OOHOBIICHUS
0a3 JaHHBIX ¥ KOMIIOHEHTOB CUCTEMBbI 3aIUTHI;

o BO3MOXHOCTh CO3/IaHMsI BHYTPEHHUX YUYETHBIX 3aluceil 1 ayTeHTU(PUKALIMH
IIOJIb30BATEIICH.

Kpome ToOro, mnporpamMmHble€ CpEACTBAa LEHTPAJIM30BAHHOIO  YIPABICHHUS,
MOHUTOPUHIAa W OOHOBJIEHMS JOJKHBI OO€CIEeUMBAaTh PEATU3ALUI0 CIIETYIOIINX
(yHKIHOHAIBHBIX BO3MOXHOCTEM, HE TpeOyromux ceprudukanno GCTIK:

o BBIOOp apXUTEKTYPhl YCTAHOBKU LIEHTPAIM30BAHHOT'O CPEJICTBA YIIPABJICHHUS,
MOHHMTOPUHIA U OOHOBJIEHMSI B 3aBUCUMOCTHU OT KOJIMUYECTBA 3alIUILAEMBIX Y3JIOB;

o BO3MOXKHOCTB uTeHUs nH(popmanuu u3 Active Directory, ¢ uesibro momydeHus
JAHHBIX 00 YYETHBIX 3aMUCAX KOMIIBIOTEPOB U MOJIb30BATENIECH B OPraHU3aLUU;

o BO3MO’KHOCTh TIOMCKa ¥ OOHApYKEHUs KOMIIbIOTEPOB B ceTH 1o IP-aapecy,
MMEHU X0CTa, UMEHU JOMEHA, MAaCKe MOJICETH;

o ABTOMATUYECKOE PACIIPEACIICHUE YUETHBIX 3alUCE KOMITBIOTEPOB M0 IpynamM
YIPABJICHMS], B CIIy4ae IOSBIICHNS HOBBIX KOMIIBIOTEPOB B CETH;

o BO3MOKHOCTbh HACTPOUKHU MPaBUJI IEPEHOCA OOHAPYKEHHBIX KOMITBIOTEPOB 110
ip-aapecy, Ty OC, Haxoxnaenuto B OU AD,;

o LEHTPAIN30BaHHBIE YCTAHOBKA, OOHOBJIEHUE U yJIaJIEHUE MPOrPaMMHBIX
CPEACTB aHTUBUPYCHOW 3aLUTHI;

o LEHTpaIN30BaHHAsl HACTPOWKa, aIMUHUCTPUPOBAHHUE;

o IPOCMOTP OTYETOB U CTATUCTUYECKON MH(pOpMaLIMKU 10 pabOTe CPesICTB
3alUThI;

J LEHTPAIN30BaHHOE yAAJICHHE (PYUYHOE U aBTOMATUYECKOE) HECOBMECTUMBIX
MPUWIOKEHUHN CPEJICTBAMU LICHTPA YIPABIICHHUS;

o COXpaHEHUE UCTOPUHU U3MEHEHUI MOJUTHK U 33/1a4, BO3MO>KHOCTb BBITTOJIHUTD
OTKAT K MPEAbIAYIIUM BEPCUSIM;

o HaJIMYUE Pa3IMYHbIX METOJI0OB YCTAHOBKM aHTUBUPYCHBIX ar€HTOB: JUISI
ynaneHHol ycranoBku - RPC, GPO, cpenctBamMu cuCTeMBbl yIIpaBICHUS, TSI
JIOKaIbHOM YCTAHOBKU — BO3MOXHOCTh CO3/1aTh aBTOHOMHBIH MaKeT YCTaHOBKHU;

o BO3MOXHOCTb YKa3aHHUs B MOJIUTHKAX 0€30MACHOCTH CHEUATbHBIX TPUTTEPOB,
KOTOPBIE TIEPEOIPEACIIAIOT HACTPONKHA aHTUBUPYCHOTO PEILIEHUS B 3aBUCUMOCTH OT
YUYETHOM 3aIKCH, 10T KOTOPOU TOJIb30BaTENb BOIICI B CUCTEMY, TEKYIIEro Ip-
azpeca, a Takxe OT Toro, B kakoM OU HaxoauTcs KOMOBIOTEP UM B KAKOH rpyrine
0e301aCHOCTH;
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o BO3MOKHOCTb UEPAPXUHU TPUTTEPOB MO KOTOPBIM MMPOUCXOAUT
nepepacnpe/iesieHue;

. aBTOMATHU3UPOBAHHBIN OUCK U 3aKPHITHE YSI3BUMOCTEN B YCTAaHOBJIEHHBIX
NPUWIOKEHUAX U ONEPAIITMOHHON CUCTEME HA KOMITBIOTEPAX MOJIb30BATEIICH;

o TECTUPOBAHUE 3arpyKEHHBIX 0OHOBIIEHU! cpeacTBamu 110
LEHTPAIM30BAaHHOI'O YIIPABJIEHUS NIEPEl PaCIpPOCTPAHEHUEM Ha KIMEHTCKHE
MaIlHHBI;

L JOCTaBKa OOHOBJICHHM Ha pa60qI/Ie MECTa MOJIb30BaTEICH Cpa3y ocCJIC ux
IMOJIYUCHUS
L paciio3HaBaHUC B CCTH BUPTYAJIbHBIX MAIIIMH U PACIIPCACIICHHUC OanaHca

Harpy3KH 3aIyCKaeMbIX 3a7a4 MKy HUMH B CJIy4ae, €CJIU 3TH MAIlIMHBI HaXOATCS
Ha OJTHOM (PU3UIECKOM CEPBEPE;

o MMOCTPOEHNE MHOTOYPOBHEBOW CUCTEMBI YITPABICHUS C BOZMOXHOCTHIO
HACTPOUKH poJieil aIMUHUCTPATOPOB U OTIEPATOPOB, a Takke (hopm
MPEIOCTABIIIEMON OTYETHOCTH HA KaKJIOM YPOBHE;

L HaJIMYUC IIPCOIHACTPOCHHBIX pOJICﬁ M0JIb30BaTeICH CpCACTB
OCHTPAJIUM30BAHHOI'O YIIPABJIICHUSA,
L JOJDKHAa OBITh pcajin30BaHa BO3MOXKHOCTh CO3/1aBaTh CIICHUAJIN3UPOBAHHBIC

POJIM C KOHKPETHO YKa3aHHBIM Ha0OPOM MOJTHOMOYHH JJIsl IPUBSI3KU K YUETHBIM
3alMCsIM MOJIb30BaTEICH;

° CO3/IaHUE UEPAPXUM CEPBEPOB AIMUHUCTPUPOBAHUS MMPOM3BOJIBHOTO YPOBHSA U
BO3MOYKHOCTh IIEHTPAJIM30BAHHOIO YIIPABJICHUS BCEH MepapXueil C BEpXHETO YPOBHS,
° HoJepKKa MybTHapeHaHoctr (Multi-tenancy) ais cepBepoB yIpaBCHHS,

° O0OHOBJICHHE TTPOTPAMMHBIX CPEACTB U AaHTUBUPYCHBIX 0a3 U3 Pa3HbIX
HMCTOYHUKOB, KaK MO KaHajlaM CBSI3M, TaK U HA MAIIMHHBIX HOCUTENSAX UH(DOpMaLINH;
° JIOCTYT K 00JIaUHBIM CepBepaM Mpou3BoAuTENsl aHTUBUpYyCcHOro 110 yepes
CepBep YIpaBJICHUS;

° ABTOMATUYECKOE PACIPOCTPAHEHUE JIMIICH3UU Ha KIIMEHTCKUE KOMITbIOTEPHI;

° MHBeHTapu3aius yctanoBieHHoro [10 u o6opynoBaHus Ha KOMIIBIOTEPaxX
M0JIb30BaTeIICH;

° BO3MOKHOCTh TIoAKIt0ueHus 1o RDP wiu mratHeIMU CpeicTBAaMU U3 KOHCOJU
yIIpaBJICHUS;

° MOJIL30BATEIIIO JOJKEH BBIBOJAUTHCS 3aMPOC HA pa3pelieHUue TUCTaHIIMOHHOTO
IO TKJTFOUCHHS,

° HaJIMYMe MEXaHU3Ma OMOBEIIECHUS O COOBITUSIX B PaOOTE YCTAHOBJIEHHBIX

IIPUJIOKEHUN aHTUBUPYCHOM 31Tl U HACTPOWKHU PACCHUIKM ITOYTOBBIX
YBEIOMIICHUN O HUX;

o HaJM4re UHCTPYMEHTOB padboThl ¢ oopaszamu OC: Coznanue oOpasa 1eneBoi
OC Ha ocHOBE (pU3NYECKON UM BUPTYaJIbHON MaIIMHBI, yCTAaHOBKa 00pa3a Ha
BbIOpaHHBIC AIMUHUCTPATOPOM KOMITBIOTEPHI, B TOM YKCie Ha "rojioe jxese3o" (bare
metal);

o J0JIHA ObITh 00ecreueHa BO3MOXKHOCTh J100aBiIeHs] HAOOPOB JIpaiiBEpOB B
paHee co3JaHHbIi 00pas;
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. BO3MOJKHOCTB 3aIyCKaTh CKPUIITHI WIIM YCTaHABIMBATh gononHuTensHoe [10 B
aBTOMATHYECKOM pexumMe nociie ycranoBku OC;

. BO3MOYKHOCTh HMITOPTHPOBATH 00pa3 ONepalliOHHON CUCTEMBbI U3
muctpuOyTuBoB (WIM)

. HAJTUYUE CUCTEMBI KOHTPOJIS JIuIeH3ui croponHero [10, ycTaHOBIEHHOTO Ha
KOMITBIOTEPE ¢ BO3MOXKHOCTBIO OMOBEIICHHSI 8 IMUHUCTPATOPA O HAPYIICHUN
TI0JIb30BAHMUS JIMLICH3UEH WITH MPEBBIIIICHUU CPOKA JICHCTBUS JIUIICH3UY;

. aBTOMATHYECKOE CO3/IaHNE YCTAHOBOYHBIX MMAKETOB TSI CTOPOHHUX
npunoxenuii (Adobe Reader, Mozilla Firefox, 7-zip u ap.) u aBromaTryeckas
IICHTPAJIM30BaHHAsl YCTAHOBKA 3TUX MAKETOB MPUJIOKCHUI Ha KOMITBIOTEPBI

° (GYHKITHS yIIpaBJIeHUs MOOMIILHBIMU yCTPOMCTBaMH yepes cepBep Exchange
ActiveSync;

o (GyHKIMS yripaBiieHUs] MOOMIBHBIME ycTpoiicTBamMu uepes cepsep I0S MDM,;
° BO3MOYKHOCTh OTIPaBKU SMS-0moBEIIEHUH O 3a/TaHHBIX COOBITHSX;

° IIEHTpaJIN30BaHHasl YCTAaHOBKA CePTU(HUKATOB HA YIIPaBIIIEeMbIe MOOMIHHBIC
YCTPOWCTBA;

° nmoiepkKa (PYHKIIMOHATLHOCTH YITpaBICHUS MH(PPOBAHUEM TaHHBIX;

° BO3MOXKHOCTh YKa3aHHs JT000T0 KOMIIBIOTEpA OPraHU3aIMH IIEHTPOM

peTpaHCISIMY OOHOBICHUM JUIsl CHUKEHUS CETEBOM Harpy3Ku Ha CUCTEMY
yIpaBJIEHUS,

o BO3MOKHOCTb YKa3aHHMsI JIIOOOTO KOMITbIOTEpPA OPraHU3alUU LEHTPOM
NEPECHUTKA COOBITUI AHTUBUPYCHBIX ar€HTOB, BRIOPAHHOM TPyl KIMEHTCKUX
KOMIIBIOTEPOB, CEPBEPY LEHTPAIM30BAHHOTO YIIPABIICHHUS IJI1 CHYKEHUS CETEBOU
Harpy3ky Ha CUCTEMY YIIPABJICHUS;

J MOCTpOEHUE TpaUUeCKUX OTYETOB MO COOBITHSIM AaHTUBUPYCHOM 3alIUTHI,
JAHHBIM UHBEHTapHU3allH, JaHHBIM JIMLEH3UPOBAHUS YCTAHOBIICHHBIX IPOTPaMM;
o HaJIMYUE NMPEAHACTPOCHHBIX CTAHIAPTHBIX OTUYETOB O PA0OTE CUCTEMBIL;

o AKCMOPT 0TYETOB B (aiiisl popmatoB PDF u XML;

J LEHTPAIU30BAaHHOE YIIPaBICHUE O0BEKTAMU PE3EPBHBIX XPAHWIUILL U

KapaHTHHOB TI0 BCEM PECypcaM CETH, Ha KOTOPBIX YCTaHOBJICHO aHTHBHPYCHOE
POrpaMMHOE 00ECTICUCHHUE;

o CO3/1aHM€ BHYTPEHHUX YUETHBIX 3aMUCEH IS ayTeHTHU(PUKALIMU Ha CEpBEPE
yIIPaBJICHUS,
o CO3[ITaHHE PE3EPBHOM KOIUH CUCTEMBI YIIPABJIEHUS BCTPOCHHBIMH CPEICTBAMU

CUCTEMBI YIIPaBJICHUS;
noanepkka Windows Failover Clustering;

nojnepkka uarerpanuu ¢ Windows cepsucom Certificate Authority;
HaJu4re BeO-KOHCOJIM YIIPaBICHUS TPUIOKCHUEM;

HaJIMYHE TTOpTajia CaMOOOCTYKUBAHKS TTOJIb30BaTEIICH;

TIOpTajI CaMOOOCITYKUBAHUS JTIOJDKEH 00€CIIeunBaTh BO3MOYKHOCTh
MOIKJTFOYCHUS TI0JIb30BaTENICH € 1eIbI0 YCTAHOBKY areHTa YIpaBJieHuUs Ha
MOOHIIBHOE YCTPOMCTBO, MPOCMOTPA MOOUITBHBIX YCTPONCTB, OTIPABKH KOMaH]]



26

OJIOKUPOBKH, MTOMCKA YCTPONUCTBA U yAAJECHUS JAHHBIX HA MOOUJIBHOM yCTPOWCTBE
I10JIb30BATEIS;

o HaJIMYUE CUCTEMbI KOHTPOJISI BOSHUKHOBEHUSI BUPYCHBIX AIUIEMUI;

° BO3MOXKHOCTh HHTerpanuu ¢ SIEM cucremamu u niepegada coObITHHN B
dopmare syslog mim CEF\ LEEF.

o BO3MOKHOCTh YCTAaHOBKH B 00JauHON HHMpacTpykType Microsoft Azure;

o BO3MOKHOCTh MHTErpanuu no OpenAPI

° BO3MOXXHOCTb YIPABJICHUS aHTUBUPYCHOMU 3alIUTON C UCIOJIb30BaHueM WEB
KOHCOJIH

7. TpeOoBaHMs K OOHOBJIEHUIO AHTUBUPYCHBIX 0a3

OOHOBIsIeMble aHTHUBUPYCHBbIE 0a3bl JAHHBIX JOJDKHBI OOECIIEUMBATH pPeaTH3aIUI0
CIIETYIOMUX (PYHKIIMOHATBHBIX BO3MOXKHOCTEH:

o CO3JaHus IpaBUJI OOHOBJICHHSI AHTUBUPYCHBIX 0a3 He pexe 24 pa3 B TeUeHUe
KQJICHIAPHBIX CYTOK;

J MHO>KECTBEHHOCTb ITyTell OOHOBJICHUS, B TOM UHKCJIE — 10 KaHajlaM CBS3U U Ha
OTUYKJIa€MbIX 3JIEKTPOHHBIX HOCUTEISAX UH(POPMALIHH;

o MPOBEPKY LIETOCTHOCTH U MOJJIMHHOCTH OOHOBJIEHUH CPEICTBAMHU
AIEKTPOHHOMN IIU(MPOBON MOAMKCH.

8. TpeGoBaHMsl K IKCIIYAaTAIMOHHOM TOKYMEHTAIlUN

OKCIUTyaTalldoOHHasT ~ JOKYMEHTalMsl  JUIi  BCEX  MPOTPaMMHBIX  MIPOJYKTOB
AHTUBUPYCHOW 3alllThl, BKJIIOYAsl CPEACTBA YIPABICHUS, JOJKHA BKIIOYATh
JIOKYMEHTBI, TTOATOTOBJICHHBIE B COOTBETCTBUU C TPEOOBAHUSIMHU TOCYIAPCTBEHHBIX
CTAHJApPTOB, HA PYCCKOM SI3bIKE, B TOM YHCJIE:

. PykoBoacTBO mosb3oBaTens (aAMUHHCTPATOPA).

JlokymeHTaIus, mocraBisieMass ¢ aHTUBUPYCHBIMH CPEJICTBAMM, JIOJKHA JETaIbHO
ONUCHIBaTh MPOILIECC YCTAHOBKU, HACTPOMKH M SKCILTyaTallMd COOTBETCTBYIOIIETO
CPEACTBAa AaHTUBUPYCHOM 3aILUTHI.

9. TpeOGoBaHMSs K TEXHUYECKOH MOIEPIKKE

TexHuyeckast moAIep>KKa aHTUBUPYCHOTO MPOTPAMMHOI0 00ECIIeUeHUs T0KHA!

. [IpenocTaBIaThCS Ha PYCCKOM SI3BIKE CEPTU(PHUIIMPOBAHHBIMH CIEIIHAIACTAMHU
MPOU3BOAUTENSI CPEACTB AHTUBUPYCHOW 3allMTBI M €ro IapTHEPOB Ha BCEH
tepputropun Poccuiickoii denepanun no tenedoHy, AIEKTPOHHOW MOYTE U 4Yepes
HNnTepher.

. WeDb-caiiT mpou3BoAUTE sl aHTUBUPYCHOTO PEIICHUS TOJDKCH OBITh Ha PYCCKOM
A3bIK€, UMETh CHELUAJIbHBIA pA3JEN, MOCBAIIEHHBIA TEXHUYECKOW MOIIAEPKKE
AHTUBUPYCHOT'O PEIICHUS, TMOMOJHSAEMYI0 ©0a3y 3HaHUN, a Takke ¢GopyM
MOJIb30BATEJIEN TPOTPAMMHBIX MPOTYKTOB.

10. TpeGoBanus K CPOKY NOCTABKH MPOrPAMMHOI0 o0ecrneyeHus
AO «HB3CK», 350033, r. KpacHonap, nep. [lepenpapnsiii, 13, odpuc 101.
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[TocTaBka HEMCKIIOUUTENBHBIX MPAB HA MPOTPAMMHOE 00€CIIEYeHHE OCYLIECTBISECTCS
B T€YeHUE pabouux 5 THEW ¢ MOMEHTA MOJMUCAHUS JOTOBOPA.

11. TpeOoBaHus Kk YuacTHUKY-UcnosanuTenio

VYyactHuk-UcnoaHuTeNnb JOKEH COOTBETCTBOBATH TPEOOBAHUSIM:

- He MpOBeJIeHUE Mpolieaypbl JukBUaanuu [IpaBoobiiagaTesns U OTCYTCTBUE pELICHUS
apOuTpakHoro cyga o npusHaHuu [IpaBooOnamarenss  HECOCTOSITEIbHBIM
(6aHKPOTOM) M 00 OTKPHITUH KOHKYPCHOTO TIPOU3BOJICTBA;

- HE NPHUOCTAHOBJIEHHUE JEATEIBHOCTH B MOpsAKe, npeaycMoTpeHHoM Koaexcom
Poccuiickoii @enepanyii 00 aAMHUHHCTPATHBHBIX IPABOHAPYIIEHUSX, HA JI€Hb
[10/Ia4M 3asIBKU HA y4aCTHE B KOHKYPCE;

- orcytcTBue y [IpaBooOianarens HETOMMKHU MO Hajoram, cOopam, 3a10JKEHHOCTH
0 HWHBIM O0OS3aTEeNIbHBIM IIJIATE€XaM B  OIOJKETHl JI0OOOr0  ypOBHS WU
rOCy/IapCTBEHHbIE BHEOIOMKETHBIE (OHIBI 3a NPOMICAIINA KaJCHAAPHBIA TOJ,
pa3Mep KOTOpOW MpeBBIIAET ABAALATh IATh MPOLEHTOB OalaHCOBOM CTOMMOCTH
aKTUBOB M0 JaHHBIM OyXTraJTEepCKOW OTYETHOCTH 3a TOCJIEIHUN 3aBEpLICHHBIN
OTYETHBIN NEPUOT;

- OTCYTCTBHE B peecTpe HeI0OpPOCOBECTHBIX IOCTABIIMKOB (IIOAPSIYUKOB,
UCHoJHUTeNeH) CchOpMUPOBAHHOM B mopsake, ompeaeneHHoM denepanbHbIM
3akoHOM OT 05.04.2013 Ne 44-®3, undopmaruu o IIpaBoobnanarene, B TOM 4YuCIie
uHpopMaluu 00 €ro y4peamTeNsiX, O WIEHaX KOJUIETHAJIbHOTO HCIIOIHUTEIBHOIO
opraHa, JUIE, UCIONHSOMEM (YHKIUM €JUHOJMYHOTO HMCIOIHUTENBHOIO OpraHa
[IpaBooGnanarens;

- OTCYTCTBHE B pe€ecTpe HEeAOOPOCOBECTHBIX IOCTABIIMKOB CPOPMHUPOBAHHOM B
nopsnake, neiicroBaBmieM Ao 01  suBaps 2014 roma, wuHbopmamuu o
[IpaBooOnanarene, B ToM 4yuciae uHPopManuu 00 €ro y4peauTeNsX, O WieHax
KOJUIETUAJIBHOTO  MCIOJIHUTENBHOIO OpraHa, JUIE, HWCIONHSomEM (yHKIUN
€IMHOJINYHOTO UCIIOJIHUTENbHOTO oprana [IpaBoobnanarens;

- OoTcyTcTBUE Yy pykKoBoautens IlpaBooOnanarens, 4jI€HOB €ro KOJIJIETHAIbHOIO
UCIIOJTHUTENILHOTO OpraHa, rjaaBHoro oyxrairepa [IpaBooOnangaTens cyaumocTu 3a
npecTymieHuss B cdepe SKOHOMHKHM, a TakKe HENPUMEHEHUE B OTHOILECHUHU
YKa3aHHBIX (PU3WYECKUX JIUI[ HaKa3aHUs B BHUJE JHMIICHUSA TpaBa 3aHUMATh
ONpPEJENECHHbIE JODKHOCTH WM 3aHUMATHCS  OINPEACIIEHHOM JIESITEIbHOCTBIO,
KOTOpPBIE CBSI3aHbI C TOCTABKOM TOBApPOB, BBHIIIOJHEHUEM padOThI, OKa3aHUEM YCIIYTH,
ABJIAIONIMXCS OOBEKTOM  OCYIIECTBIIAEMOW 3aKyNKH, M aJAMHUHUCTPATHUBHOTO
HaKa3aHUs B BUJIE TUCKBATU(PUKALIUU.

11.1. Vyactauk-HcnonHUTENns rapaHTUpYET, YTO OH 00JIaJaeT BCEMHU 3aKOHHBIMHU
OCHOBaHWsAMM IiepelraBaTh IpaBa Ha wucnons3oBanue [IO0 (moarsBepikpaercs
NpeaocTaB/IeHHeM Ha/JIeKalle 3aBePeHHOl KONMUM JMIEH3MOHHOI0 10roBOpa ¢
IIpaBoodsagaresnem).



